Troubleshoot 11n Speeds

Document ID: 112055

Contents

Introduction
Prerequisites
Requirements
Components Used
Conventions
Background Information
Troubleshoot the Controller for 11n Speeds
How to Calculate Throughput via iPerf
Capabilities Advertised in Beacons
Related Information

Introduction

This document covers common issues to consider when troubleshooting wireless throughput issues. This
document includes usage of tools to measure performance and throughput of the wireless network, which
includes different vendor 802.11n access points (APs) in comparison with the Cisco 1252 AP under similar
test conditions.

Prerequisites

Requirements
Cisco recommends that you have these requirements:

 Tools such as iPerf, and network analyzers such as OmniPeek and Cisco Spectrum Analysis
» 802.11n supported 1140, 1250, 3500, and 1260 Series APs

Components Used
The information in this document is based on these software and hardware versions:

* WS-SVC-WIiSM Controller running software version 6.0.182
* AIR-LAP1142-A-K9 APs

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Background Information

802.11n is born due to a number of changes made on the APs Frame Aggregation: A-MPDU and A-MSDU

* Block Ack Size
* MCS and Channel Bonding
* MIMO



« Using 5GHz over 2.4 GHz: also mention Wi-Fi certifies channel bonding on 5GHz

Troubleshoot the Controller for 11n Speeds

Complete these steps:

1. Verify that 802.11n support is enabled on the controller.

(WiSM-slot3-2) >show 802.11a

802.11a Network.......ccocveeevireeenineenne Enabled
11INSUPPOIt....vvieeeeeiiiiiee e e Enabled
802.11a Low Band..........c.cccevveennnee. Enabled
802.11a Mid Band............ccccueeerunenn. Enabled
802.11a High Band..............cccceeue. Enabled
802.11a Operational Rates

802.11a 6M Rate........cccceveeevvrenennn Mandatory
802.11a 9M Rate.......ccccveveeevirenennn, Supported
802.11a 12M Rate........ccccevevureeeenen. Disabled
802.11a 18M Rate........ccccceevvvveeeeennns Supported
802.11a 24M Rate.......ccccccevevvereeeens Mandatory
802.11a 36M Rate.........cc.cceevvvveeennnns Supported
802.11a 48M Rate........ccccceevvvveeeennns Supported
802.11a 54M Rate.......cccccceevvvvveeennns Supported
802.11n MCS Settings:

MCS Q.o Supported
MCS L. Supported
MCS 2.t Supported
MCS 3.t Supported
MCS 4.t Supported
MCS 5.t Supported

2. N rates are attained two ways. Speeds up to Modulation Coding scheme (MCS) 7 can be attained
without using channel bonding. For MCS rates above 7 and up to 15, channel bonding needs to be
enabled. You can verify if channel bonding is enabled using this show command on the controller:

(WiSM-slot3-2) >show advanced 802.11a channel
Automatic Channel Assignment

Channel Assignment Mode.............c...c...... AUTO

Channel Update Interval.............c.......... 600 seconds [startup]
Anchor time (Hour of the day).................. 0

Channel Update Contribution.................... SNI.

Channel Assignment Leader...................... 00:1d:45:f0:d2:c0
Last RUN....ccoooviiiiieeeciiece e, 371 seconds ago

DCA Sensitivity Level...........ccccvveeennns STARTUP (5 dB)
DCA 802.11n Channel Width...................... 40 MHz

Channel Energy Levels

MINIMUM..eeee e unknown
AVErage......cocovvieeeeeiiiiiee e unknown
MaxXimum.........coceereeeniieeiieee unknown

Channel Dwell Times

MINIMUM...eeeeee unknown
AVErage......coovvvveeeeeiiiiiiee e unknown
MaxXimumM........ccccoevieeeriieeeieeee unknown

802.11a 5 GHz Auto—RF Channel List
Allowed Channel List...........ccevveeeee...
36,40,44,48,52,56,60,64,149,
153,157,161

Unused Channel List.............cccoeeennee
100,104,108,112,116,132,136,

3. You can also configure channel width per AP using these commands:

(WiSM-slot2-2) >config 802.11a disable AP0022.9090.8e97
(WiSM-slot2—-2) >config 802.11a chan_width AP0022.9090.8e97 40
Set 802.11a channel width to 40 on AP AP0022.9090.8e97



The Guard interval and corresponding MCS rates help determine the data rates that are seen on the
802.11n clients. These are the commands to verify this configuration:

(WiSM-slot3-2) >show 802.11a

802.11a NetwOrk.......ccoovveerireeinieeenne Enabled
11INSUPPOIt....vvieeeeeiiiiiee e e Enabled
802.11a Low Band..........c.cccevveennnne. Enabled
802.11a Mid Band............ccccueeeruneen. Enabled
802.11a High Band..............cccceenee Enabled
802.11a Operational Rates

802.11a 6M Rate........cccceveeeviirenennn. Mandatory
802.11a 9M Rate.......ccccvvveeeiirenennn Supported
802.11a 12M Rate........cccvvevvreeennen. Disabled
802.11a 18M Rate........ccccceevvvveeeennnns Supported
802.11a 24M Rate.......cccccceevvvvveeeenns Mandatory
802.11a 36M Rate..........c.ccecvvvveeennnns Supported
802.11a 48M Rate........ccccccevvvvveeeennns Supported
802.11a 54M Rate.......cccccccevvvvveeeens Supported
802.11n MCS Settings:

MCS Q. Supported
MCS L. Supported
MCS 2.t Supported
MCS 3. Supported
MCS 4. Supported
MCS 5.t Supported
MCS 6. Supported
MCS 7t Supported
MCS 8.t Supported
MCS 9.t Supported
MCS 10...ciiiiiiiiieeee e Supported
MCS 11 Supported
MCS 12 Supported
MCS 13 Supported
MCS 14 Supported
MCS 15.. i Supported

802.11n Status:

A-MPDU Tx:

Priority O....cvvvveeiiiiiieeecciins Enabled

Priority 1....ccoooeeiiiiiiiieeeeins Disabled

Priority 2.....ccccveeiiiiieeeees Disabled

Priority 3. Disabled

Priority 4.....ccooviiiiiiieees Disabled

Priority 5. Disabled

Priority 6.....ccceeeeviiiiiieeeiis Disabled

Priority 7....ccoovveiiiiiieeeins Disabled

Beacon Interval..........ccoccveiviieeniineenne 100

CF Pollable mandatory...........c.cccccoeuvnee.. Disabled
CF Poll Request mandatory..............ccccceue. Disabled
——More-- or (q)uit

CFP Period.......ccccoovieiiniiieiiiccnen 4

CFP Maximum Duration............ccccceeevneeenn 60
Default Channel...........cccocoveeviiinnenn. 36

Default Tx Power Level...........ccccovveeenee 1

DTPC StatusS.......ccoovveerniieeiieeeiinennn Enabled
Fragmentation Threshold.......................... 2346
Pico—Cell Status.........cccccoevveernnieennnn. Disabled
Pico—Cell-V2 Status...........cccevvvverrneen. Disabled

TI Threshold...........cocceeviiiiiniieeen. -50

Traffic Stream Metrics Status.................... Disabled
Expedited BW Request Status...................... Disabled
World Mode.........cceovvieiiiiiiiiee e, Enabled
EDCA profile type......ccccceevcvieveecicinen, default-wmm
Voice MAC optimization status.................... Disabled
Call Admission Control (CAC) configuration

Voice AC - Admission control (ACM)............ Enabled
Voice max RF bandwidth........................ 75



4. Voice reserved roaming bandwidth.............. 6

Voice load-based CAC mode..................... Enabled
Voice tspec inactivity timeout................ Disabled
Video AC - Admission control (ACM)............ Disabled
Voice Stream-Size..........ccceevvvreenninnne 84000

Voice Max—=Streams.........ccccceeeeeervnnennn. 2

Video max RF bandwidth....................... Infinite
Video reserved roaming bandwidth.............. 0

Ensure A-MPDU packet aggregation. For best effort, QoS levels are enabled via these commands:

¢ config 802.11a 11nSupport a—mpdu tx priority O enable
¢ config 802.11b 11nSupport a—-mpdu tx priority O enable
5. All three antennas on the A radio must be used. Make sure the antennas are the same model.
6. On the WLAN configured for client connectivity, WMM should be allowed or required, and AES or
open encryption only must be used. This can be verified using this command output:

(WiSM-slot2-2) >show wlan 1

WLAN Identifier.........cccceevvieiniecennnen. 1

Profile Name........ccccccevviivieeeecciin, wlab5WISMip22
Network Name (SSID)......ccccceevvvviieeeinnns wlab5WISMip22
StAUS. ..eeeeiiieeee e Enabled

MAC Filtering.......ccccceevviviveeee e, Disabled
Broadcast SSID.........ccccceeeviireiiiiieee Enabled

AAA Policy Override........cccccceeeviciveneennn. Disabled
Network Admission Control
NAC-State.......ccooveriieiiee e Disabled
Quarantine VLAN...........ccocovvveeeiinnnn. 0

Number of Active Clients..........cccccecueeennee 0

Exclusionlist Timeout............c.cccceevvenn. 60 seconds
Session TIMEOoUL.......c.ceveviveeiiiieeinen, 1800 seconds
CHD per WLAN.........ccooviiieeeeeiiieneeee Enabled
Webauth DHCP exclusion.............ccccevevvene Disabled
INterface......ccocvvvvevieniiesie e, management

WLAN ACL...viiiiiiiiiiiiiee et unconfigured
DHCP Server......cccccovveiiiiiiniieenieennn Default

DHCP Address Assignment Required................. Disabled
Quality of Service.......cccccoevvviveeeeenne, Silver (best effort)
WMM.. i Allowed

CCX - Aironetle Support.........cccceeeeeennen. Enabled

CCX - Gratuitous ProbeResponse (GPR)............. Disabled
CCX - Diagnostics Channel Capability............. Disabled
Dot11-Phone Mode (7920)........ccccceeeevunnnenn. Disabled
Wired Protocol..........cocoeeeiviveeinineennne None

IPV6 SUPPOIt......cccvvvieeeeiiiieee e Disabled
Peer-to—Peer Blocking Action.................... Disabled
Radio Policy......ccccccoevviiiieiiiiiieneee All

DTIM period for 802.11a radio.................... 1

DTIM period for 802.11b radio.................... 1

Radius Servers

Authentication...........ccccooeeveviiieennne Global Servers
ACCOUNtING......cccvviereeeiiiiiee e, Disabled

Local EAP Authentication............cc.ccc.... Disabled
Security

802.11 Authentication:...............cc....... Open System
Static WEP Keys......ccoccveevviiveieeeiiins Disabled

802.1X ettt Disabled

Wi-Fi Protected Access (WPA/WPA2)............. Enabled
WPA (SSNIE)....ccccoviiiieeeiiiiieenn, Disabled

WPA2 (RSN IE)....cooioiiiieeeeeeennan Enabled

TKIP Cipher.....cccoovviiiiiiiiienn. Disabled

AES Cipher.....ccooooeiiviiiieeeies Enabled

Auth Key Management
802.1X. ueeeiiierieee e Enabled



PSK.ooiiiiiiicccciines Disabled

CCKM....ovviiieiiiiiie e Disabled
FT(802.11r)..cuvveveeeiiiiiiieeeeins Disabled
FT-PSK(802.11r)....c0vvveeiviriennnnn. Disabled

FT Reassociation Timeout..............ccccee..... 20

FT Over-The-Air mode...........c...ccccvvereennn. Enabled
FT Over-The-Ds mode.............cccceuvveeeennns Enabled
CKIP oo Disabled

IP SeCUrity.......ccovveeeiiiiiieec e Disabled

IP Security Passthru............ccccceeuee. Disabled
Web Based Authentication...................... Disabled
Web-Passthrough............cccccveeiennnen. Disabled
Conditional Web Redirect...................... Disabled
Splash-Page Web Redirect...................... Disabled
Auto ANChor.......ccoeeevviieieeecii. Disabled
H-REAP Local Switching........................ Enabled
H-REAP Learn IP Address...........cccueeenn. Enabled
Infrastructure MFP protection................. Enabled (Global
Infrastructure

MFP Disabled)

Client MFP.....coooiiiiiiieeeciiieee e, Optional

Tkip MIC Countermeasure Hold—down Timer....... 60
Call SnoopiNg......cccvvveeeeeiiiiiieee e, Disabled
Band Select........cccceevvcviiiieiiiiienee Enabled

Load Balancing.......c.ccccecvveveeeiiivenenenne Enabled

7. Antenna Diversity: if using only two antennas for any reason, you need to use antenna A and B for
transmitter/receiver ports.

On the Client side:

1. Supplicant used to control the wireless card, preferred to match the vendor of the supplicant to the
wireless card.

2. Client drivers: you need to make sure the latest client drivers are running on the wireless cards.

3. Contact your wireless adapter vendor.

4. Make sure you are using 11n certified adapter to achieve 11n data rates.

Wi-Fi certified products:
http://www.wi—fi.org/certified_products.php
How to Improve Performance:

1. Channel utilization Network analyzers report channel utilization in percentage of time spent
transmitting and receiving frames. This helps to measure the potential variance in speed due to
distance from an access point. This will help monitor and see for example, if a channel is fully
occupied transmitting at 1Mbps under ideal conditions would perform at 0.94Mbps under 100%
utilization.

2. The physical medium used in wireless as well dictates the performances. Using 802.11g or 802.11a
over 802.11b offers much higher throughputs, often up to 30 mbps over 802.11b where a 6mpbs rad
capacity is divided between all the associated stations.

3. Cell Sizes It is recommended to shrink the cell sizes to have the clients as closer to the APs as
possible. This will benefit the data rates at which the client can connect to the AP. This can be done
by reducing the power levels on the AP to the lowest.

4. Shrinking cell size also decreases co—channel interference. If using RRM, the APs should pick
channels dynamically per the deployment. However, if implementing dynamic channel assignment,
ensure that you do not have two APs at high power levels on the same channel right next to each
other.

5. Protection also causes throughput hit.



How to Calculate Throughput via iPerf
Iperf Setup Tips

For those customers or testers that do not own Chariot, Iperf can be used instead. This is available at
http://www.macalester.edu/crash/software/pc/iperf/kperf_setup.exe.

Measuring TCP Throughput

Run this command on the server side:
Iperf s —w 256k

Run this command on the client side:

Iperf ¢ <server IP address> -P 6 w 256k —r t 60

Server listening on TCP port 5061
TCP window size: 256 KByte

Client connecting to 18.18.10.16, TCP port 5661
TCP window size: 56

[17881 local - - - . connected with
[1828]1 local . . . » connected with
[1868]1 local . . . » connected with
[1836]1 local 18. . .2 ot 52 connected with
[1884] local 18. . o - connected with
18521 local 18. - - port - connected with
Interval ITransfer Bandwidth
A.0-60.1 sec 124 MBytes 17.3 Mhits/sec
A.0-60.1 sec 2: ; 17.1 Mbhits/«
h.80-60.2 sec 15.4 Mb /¢
A.0-60. sec . 11.8 Mb /
A.0-60.1 sec .2 12.4 Mhit
A.A-AA. .2 sec - 12.A Mh -
A.0-60.2 sec 617 MBy 86.0 Mhits/sec
local 19.16.10.20 L A1 connected with . . . 2663
local 19.108.10.20 2 ced with . . . 2664
local 19.18.18.20 S A connected with . . . 2665
10.108.10.20 st connected with . . . 2666
10.198.160.20 connected with . . . 2667
[1812] local 18.108.160.20 connected with . .18, 2668
[ ID] Interval Transfer Bandwidth
[1808]1 ©.8-60.08 sec 114 MBytes 15.9 Mhits/sec
[1812]1 ©.8-68.8 sec 117 MBytes 16.3 Mhits/sec
[1952]1 ©.8-68.1 sec 89.6 MBytes 12.5 Mhits/sec
[1748]1 ©.8-68.1 sec 129 MBytes 18.1 Mhits/sec
[1732]1 B.8-68.1 sec 111 MBytes 15.5 Mhits/sec
[1832]1 ©.8—68.1 sec 112 MBytes 15.6 Mhits/sec
[SUM] 8©8.8-68.1 sec 672 MBytes 93.8 Mhits/sec

The first circled number in this image represents the upstream throughput, the second circled number
represents downstream (AP to client) throughput.

Measuring UDP Throughput

Close the previous Iperf applications on both the server and client side. Both need to be set up again, but th
time for UDP performance testing.

Run this command on the server side:

Iperf s —u |56k



Run this command on the client side:

Iperf ¢
<server |IP address>
-u b50M |56k P

This is an example of Omnipeek captures to analyze Aggregate MAC service data unit:

A-MSDU trace shows one packet

A DwriPack - [AMEDUPs bt 3p0]

WS | EE e8]

* Only the first sub frame is shown.
» Need to inspect hex dump to see additional sub frames.

A-MSDU next Sub frame shown appended

A DwriPack - [AMEDIIPa kot ap0 - Pakes $1]

/“ll& ST Hadas

S YD Frame Cheob Senecine
foe” CAS0IFL

* An A-MPDU is a structure that contains multiple MPDUSs, transported as a single PSDU by the PHY
« Indication that packet is Data A-MPDU in Physical layer convergence procedure (PLCP).



ADDBA Request
—>
ACK
Setup
ADDBA Response
‘_f
ACK
—>
Data MPDU
—>
———— e _ —>
_____ 2ol Data & Block Ack
—>
BlockAck
‘._
DELBA Request
—>
ACK Tear Down
‘.f
Originator Recipient

This is an example of Omnipeek captures to analyze Aggregate MAC protocol data unit:

A-MPDU Setup

s e S| S W 3 o LS

|

« ADDBA Add Block Acknowledgement
« ADDBA Request Contains identifier, Block Ack Policy, Buffer Size, etc.
» ADDBA Response Can change policy and buffer size.

A-MPDU Setup

* ADDBA Request
* AP1250 uses a timeout of zero to indicate no timeout.



‘@ OmniPeek - [AMPDUSetup.apc - Packet #1]

=¥ 802.11 MAC Header

.. @ Version: 0
@ Type: %00 Management
... @ Subtype: %1101 Menagement Action
E]f Frame Control Flags: %00000000
e (’5e0 pooc Non-strict order
. ] .0.. .... Non-Protected Frame
@ 0. ... No More Datea
@ .o 0 .... Power Management - active mode
@ . 0... This is not @ Re-Transmission
@ vese o 0., Last or Unfragmented Frane
@ eees .. 0. Not an Exit from the Distribution Systeam
- vess oao0 Not to the Distribution Systea
. @ Duration: 40 Microseconds
. Destination: 00:13:E8:1D:F0: 55
- Source: 00:17:DF:A6:4C: 90
. BSSID: 00:17:DF:A6:4C:90
. @ Seq Number: 964
. Frag Humber: 0
=" 802.11 Management - Action
@ category Code: 3 Block Ack
@ Rction Code: 0 ADDBA Request
@ Dialog Token: 1
E]‘f Blockiick Param Set:  %0001000000000010
P L eemm———L.. Buffer Size:64
v alelee) ala 0000.. TID: 0
=@ iseelsiea sl 1. BlockAck Policy: Immediate Block Ack
L)Y 50600000 5000000 0 A-M5DU: Not Permitted

" @ Blockiick Timeout Value:0 Vs
)Y BA Starting Sequence Control:%0000001001010000

- -————— ———.... Starting Seq Number: 37
-] 50000000 9000 0000 Fragment Number: 0
=¥ FCS - Frame Check Sequence
L. @ FCS: 0x36E63FB9
gzzer
0000: | DO 00 2 13 E8 1D FO 55 00 17 DF A6 4C 90 00 17 DF A6 4C |..{......U....L.....L

& 00 00
0021: | 90 40 3C 03 00 01 02 10 00 00 50 02 36 E6 3F B9 | oo o (Fe

A-MPDU Setup

» ADDBA Response
» Receiver needs to indicate Block Ack Agreement was successfully established.



‘® OmniPeek - [AMPDUSetup.apc - Packet #3)
-
E T 802.11 MAC Header i
'\ @ Version: 0 e
. Type: %00 Management
@ Subtype: %1101 Management Action %
El %~ Erame Control Flags: %00000000 b
. ] (boo oooc Non-strict order
P «0.v vo.. Non-Protected Frame ‘:
- ® «.0. .... No More Data V
@ veo® ..., Power Management - active mode #
@ eess 0... This 1s not a Re-Transmission 2’
@ veee Q.. Last or Unfragmented Frame
@ eves o000, Not an Exit from the Distribution System i
| L@ 0 aied aee 0 Not to the Distribution System
& Duration: 40 Microseconds
M Destination: 00:17:DF:A6:4C: 90
.9 Source: 00:13:E8:1D: F0: 55
- BSSID: 00:17:DF:A6:4C:90
@ Seq Number: 876
@ Frag Number: 0
= ¥ 802.11 Management - Action
[ . Category Code: 3 Block Ack
@ Action Code: 1 ADDBA Response
@ Dialog Token: 1
..@ Status Code: 0 Successful
El T Blockick Param Set: %0001000000000010
. ................ Buffer Size:64
—® 0000.. TID: 0
i S000C000 S0000 .1. BlockAck Policy: Immediate Block Ack
T 0 A-MSDU: Not Permitted
i & Blockhick Timeout Value:5000 77Us
= ¥ FCS - Frame Check Sequence
@ FCS: 0x3DD8SLAF
0000: DO 00 28 00 00 17 DF A6 4C S0 00 13 E8 ‘fﬁ‘ro 55 00 17 DF 46 4C |..{.....L......U....L
0021: | 90 CO 36 03 01 01 00 OO 02 10 88 13 3D D3 91 AF weBasaiaan=nan

A-MPDU Data Transfer

* Block Ack contains compressed bitmap to indicate MPDUs received.
» Refer to the IEEE 802.11n section 9.10.7 HT-immediate Block Ack extensions for information on
sending the Block Ack.



n.cannti
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Capabilities Advertised in Beacons

& HI_Capability Info

- JElement ID:

@ Length: 26

BT HT Capability Info:  %0001100001101110

e h606G00 A000500C L-SIG TXOP Protection Support: Not Supported
L@ (550500 0O00S00E AP allows use of 40MHz Transmissions In Neighboring BSSs
s 9 ' Dafala’ala ) e uela/aaleln Device/BSS does Not Support use of PSMP

: @ cesdoces ssensene BSS does Allow use of DSSS/CCK Rates S0z
@ 55500 6000000 Maximal A-MSDU size: 7935 bytes

) 5000 1ho 0o00C00C Does Not Support EI-Delayed BlockAck Operation
Loe (1) aooncn0e No Rx STBC Support

e 1 Pt e Oieceasns Transmitter does Not Support Tx SIBC

=0 Gooooonc of Bomoor Short GI for 40 MHz: Supported

- cesesces sslees.. Short GI for 20 MHz: Supported

) 0000060 000 O.... Device is Not Able to Receive PPDUs with GF Preamble
e e 11.. Spatial Multiplexing Enabled

Hl  C0000M00 000060 1. Both 20MHz and 40MHz Operation 13 Swpported
i@ sesessas ssesees @ LDPC coding cepability: Not Supported

BT A-MPDU Parameters: 500011011

@ XXKeuons Researvea

9 L 310.. Minimum MPDU Start Spacing: 3§ usec

L@ vevenell Mexizum Rx A-MPDU Size: 64K

= 3 Suported MCS Set
| =¥ One Spatial Stream: 311111111
i.@ MCS Index O Supported - BPSK. Coding Rate: 1/2

| | @ MUS Index 1 Supported - QPSK. Coding Rate: 1/2
3.... MCS Index 2 Supported - QPSK. Coding Rate: 3/4
@ MCS Index 3 Supported - 16 QAM. Coding Rate: 1/2
L@ MUS Index 4 Supported - 16 QAM. Coding Rate: 3/4
..@ MCS Index 5§ Supported - 64 QAM. Coding Rate: 2/3
@ MCS Index & Supported — 64 QAM. Coding Rate: 3/4

@ MCUS Index 7 Supported - 64 QAM. Coding Rate: 5/6
E)T'l‘w Spatial Streams: 01111111
.. @ MUS Index § Supported — BPSK. Coding Rete: 1/2
..@ MCS Index 9 Supported - QPSK. Coding Rate: 1/2
@ MCS Index 10 Supported - QPSK. Coding Rate: 5/4
@ MUS Index 11 Supported = 16 QAM. Coding Rate: 1/2
-.@ MCS Index 12 Supported - 16 QAM. Coding Rate: 3/4
L.@ MUS Index 13 Supported — 64 QAM. Coding Rate: 2/3
@ MCS Index 14 Supported - 64 QAM. Coding Rete: 3/4
@ MCS Index 15 Not Supported - é4 QAM. Coding Rate: 5/6
. @ Rx Bitmask b16-b23: 500000000
- @ BRx Bitmask b24-bh31: %00000000
| @ Rx Bitmask b32-b39: 00000000
..® Rx Bitmask b40-b47; 300000000
P @ Bx Bitmask b48-h55: 00000000

Capabilities advertised in Beacons:



@ Bx Bitnask b6d-hi6: %0000000000000
@ Reserved: %000
@ Highest Swpported Rate:0 Mpo
@ Reserved: 000000
@ Yx Swpported MCS Set: 20 Not Defined
@ Tx and Rx MCS Set: 30 Equal
TX Maxirwen Wuwber Spatial Streams Supported:%00 ! Spatial Stream
@ Tx Uncqual Modulation:%0 Not Supported
@ Reserved: ( ) )0 bi0i-bi27
Y~ HT Extended Capabilities Info:30000000000000000
i XXX vvvs saes see. RESEYVEd

eeee Oiit ciil ... Reverse Direction Responder: Supported

sees s 0ii tiee eees +HIC Supporlt: Supported

eess 0000 suus wues MUS Feedback: STA Doed Not Provide MUS Feedback
seve sese XEXX X... Desarved

cees sese aeae «00. Trensition Time: No Trensition

- seses sies sees eee0 Trensmitter Supports FCO: Supporied
,“r' Tx Beam Forming Capability (TxBF) :%0000000C 1000¢ 100000

ZXXe vove vvss sese sers vese sese seee EEICIVEd

ess0 Divs 4uas wane sess 4iss ssss sses Channel Estipation Caepabrlily: 1 Space Tizme Streaz
eees 2000 taee suns sees vees sees eees COST Max Number of Rows: 1 Row of CSI

wevee 1020 Duve veee vevs v1as seee sees COBpressed BF Feodback Xatrix: 1 TX Antennma Sounding
ceee seee <000 ciil tiit tiid ceee ee.. Uncospressed BF Feadback Matrix: 1 TX Antenna Sounding
sese sese 20a@ Quue it tiie deee seee CSI Number of BF Antenngs: 1 TX Antenna Sounding

wees saes sses o00u suns vive sese sees Minidz) Growping: SIA Supports Groups of 1 (No Growping)
cere vere seae see@ Qutt ity vees .... CONpressed BF Feodback Matrix: Not Supported

ceee sies seae aseae J00. (il iii. o... Uncompressed BF Feadback Matrix: Not Supported

sese sess sese ssse s00@ Oiis caee wuee TXBF CSI Feedback: Not Supported

wees vans ssas sees seer 2 0is sees eee. COMpressed BF Foodback Matrix Capable: Not Supported
e teee aean mmee wees o200 L... ... Uncoxpressed BF Feadback Matrix: Not Supported

ssss ssss ssns sass soss sss0 saue aues Explicet CSI TxBF Capadle: Not Supported

00.4 wue. Calidration: Not Supported

. t TxBF Capable: Not Supported

ssee sees ssse sesa sass ceee aaal ... Tx NMDP Capabler Woi Supparted

Ex NDF Capable: Not Supported

Tz Staggered Sounding Cepable: Nol Supported

2x Staggered Soumding Capadle: Not Supported

sess ssse scae esas sses sess saes Izplicit TxBEF Raceiving Capable: Not Supported
tenna Selecliom Capability (RSEL):%00000000

Zeve o00e Rosereved

L0, ... Tx Sounding PPIUs Capable: Not Supported

o0 ouu. Bx ASEL Capable: Nobt Supported

ees 0 o0, Antanna Indices Feadback Capable: Not Supporied

wevs B... Explicit CSI Feedback: Tx AS Capable: Not Supported

eee. 0., Antenna Indices Feedback Based Tx ASEL Capable: Not Supported

wess oo 0. Re-Explicit CSI Feedback Tx ASEL Capable: Not Supported

A Wehowes Metenbiom Memehles Wod Fammacked

;.. ...."E.. ......."... eeecee

Capabilities advertised in Beacons:



61 Addicional NI Information

} 2z
| @ Primary Chamnel: &
i@ Srvc Int Gramwlarity: %000 5o
@ PSP STRs Omly: 30 Association Regquests are Accepted Regardless of PSMP Capabrlity

%1l Use of RIFS Permitted

@ STR Channel Width: 3]l Use Aoy Cheanel Wedih Enabled Under Supported Cheannel Widlh Set
@ ?nd Channel Offset: %01 Above the Frigary Channel

" HT Info Element 2: 30000000000000200

XXXXXXXX XXN.oo.. Reserved
essssens s1eQuus. 0BSS Non-HT STAs: Use of Protection for Nou-HT SIAs Not Needad
........ ceeaOo.. Transait Burst Lixit: No Limit

eesrrsas sreeele. NOm-Greanfrield STAs: One or more HT STRs are Not Greanfield Capabls
0 Oparating Mode: FPure HI (No Protecticm) - ALl STAs in the BSS are 20/40 Miz HT

Info Elenent 3:
Reserved

PCO Phase: Switch To/Uomtinue Use 20z Phase
PLO Active: Not Active in the BSS

...... O vieeee.. L-SIG TXOP Frotection: Not M21) Support

eereiea® siiennes Socondary Beacow: Primary Beacon

. Dual CIS Protecticn: Not Required

« Du2l Beacowm: No Secondary Beacon Transkilied
Reserved

" Basic IS Set

= " One Spatial Stream: 300000000

| l.@ MCS Tndex 0 Not Supported - EPSY., Coding Rate: 177
Not Supporied - QPSK, Coding Rate: 12
Not Supported - QPSX. Coding Rate: 3/4
Not Supported - 16 QAM, Coding Rate: 1/2
Not Supported - 16 QAM. Coding Rater 3/4
Not Supported - 64 QAM, Coding Rate: 2/3
Not Supported - 64 QAM. Coding Rate:r 3/4
Not Supported - 44 QAM, Coding Rate: 5/6
Two Spatial Streans: 300000000
S Index § Not Swpported - BPSX. Coding Rate: 172
Index 9 Not Supportesd - QPSK, Coding Rate: 12
Tndex 10 Not Supported - QPSX. Coding Rate: 3/4
Index 11 Nob Swpporled - 16 QM. Coding Rale: 1/2
P Index 12 Not Supported - 16 QAM. Coding Rater 5/3
Index 15 Nob Sugporled - &4 QAM, Codiny Rabte: 2/3
Index 14 Not Supported - 64 QAM. Ccdx'r.h; Rate: 5/9
- Index 15 Not Supported - 84 QAM, Coding Rate: 5/6
@ Rx Bitnask bl6-b23: 300000000
@ Rx Bitnask b24-b3l: %00000000
@ Bx Bitnask bh32-b39: 300000000
i@ Rx Bitnask b40-b47:  £00000000

I

Association similar with addition of Block Ack setup for A-MPDU:



Probe Reg

Probe Rzp

B900:17:DF: A6:4C: 90 icl 6.0 14
199 Ezmernet. Broadcaat 302.11 Probe Req .PETTJC‘."KCB Broadcast 1.0 a7
200 B9Echernst Broadcast  302.11 Probe Reg WPErtherner Eroadcasy 1.0 8L
201 E900:17:DP:& B00:13:E8:36:19:77 j02.11 Probe Rsp HPO00:17:DF: A6:4C:90 6.0 204
202 WPo00:123: WP00:17:DF: A6:4C: 90 302. Acl 6.0 14
203 W§oo: BEthern=t Broadcast 302.11 Probe Reg BPEtherner Broadcast 1.0 74
204 B)echernet Broadcast 802.11 Probe Req EPEchernets Broadcast 1.0 81
205 B9 00:13:E3:36:19:77 302.11 Probe Rap WP00:17:DF:AS: 30 6.0 204
206 B900:17:DF:A6:4C: 90 2. icl 6.0 4
207 ”El’hf_‘[ﬂ'_‘t— Broadcaat Probe Redg .p!:'..hC{'TJ.‘-', Broadcast 1.0 55
208 WY Echerner Broadcast Probe Req WPEtherner Broadcasy * 1.0 55
209 B Ethernat Broadcast Probe Req EYEcherner Broadcast * L00% 1.0 a7
210 B Echernet Broadcast Probe Reg EPEchernec Broadcast ¥ 100% 1.0 55
211 BJEthern=t Broadcast Beacon WP00:17:DF: A6:4C:30 * 100% 6.0 204
212 D 2 B ethernet Broadcast Probe Req EPEchernec Broadcast = 95% 1.0 55

BPEchernet Broadcast Probe Req WPELthernec Broadcast & 100% 1.0 87

BJEthernst Broadcast Probe Req EYEthernet Broadcast * 100% 1.0 55

0
8:1D:F0: 55

:13:E 2.11 ick
223 W 192.168.170.89 W 224.0.0.1 1GHP B 00: 17: DF:A6: 40290 100%  130.0 84
224 WP00:13:E8:1D:F0:55 W900:17:DF: A6:4C: 90 302.11 Ack 3 100% 36.0 1
228 i 192.168.170.89 i 224.0.0.1 1GMP EP00:17:DF: A6: 4C:90 + 100% 130.0 B}
226 FrES:ID:F0:55 BP00:17:DF:A6:4C: 90 . Ack 100% 36.0
227 B900:13:E3:1D: F0: 55  WLCCP WP00:17:DF:A6:4C:30

7:DF:A5:4C:90
: B00:17:DF: 46:4C:90

B9 00:13:E8:1D: FO: 55

Verifying A-MPDU is enabled on the
controller

« T Cpebality Tnte

@ Bwat 1> @
@ Length N
% T 0 Capabiliny Safec  WOOOILM0O8LI08LL0
.
.
.
.
.
.
.
.
.
.
.
.
.
.
5 T AW Paewwters)  VOOOIIOLI A-MFPDU ensbled and seen n the
. beacan
.
.

5 T Vwertod 53 St

Above Is & beacon frame from an SSID enabled for n rates



.V S r— w————

srasessssessess Showing the channel Width to be 40MHz

intarfaca Dot 1Rado1

Rago AIR-RM1 2524, Base Addrass 00119036 8520, BEIock varson 0.00, Scltwire wersion 2. 9020
Serial number. FOC12124054

Nusber of suppoed simutassous BSSID on Datt1Radiot: 16

Carier St Amaricas (OFDM) {US) (-4)

Unifaem Smng Required: Yes

F smuu d ‘m
Albowd Fi : 33) ;001 (52) 528046) ) *5320{64) *5500(100) *5520{104) *5540(108}
'sooomzrecomuu) 132) *5680(135) °5 ub;&umm 765193} STHS|157) SB06{161) 5825(165)
'-Mwmb,beuk««lwl?;mzl‘m&ml

Oﬂg) H220(44) 5240/48) GZWPZ 5)20 S500(100) S520{ 104} 5540(108) 3540
(1|Z| stllﬁ &60(13‘1) me B )Sm“ﬁ'l 5705(14)91 576! 23) 5%5{1%"&%1811 45(165 | . o)
Beacon Flags: 0, Imerfaca Flags 20105 Beacons are enabled; Probes are ensbled

Corfigured Power 34 dlim (leved 1)
Active power levels by rate
6.0t 540 14 dbm
Gobl 03400, 8 dim, ged due 10 reg Y
mi.to miS-4 11 dlim, ged due to reguistory
OfCrnl Power: 14, Rate 60
~tMore-- Algwed Power Levels: -1258 1114
~tMore-- Algwed Chent Power Lavels: 25811 14
Receve Antarnas : nght-a leftd mdde-c
Transmit Anternas : might-a lef-b, oddm single
Antanra: sxtemal. Gan: Allowed 11, Reportad 0, Configured 0, In Usa 11
Actve Rotes: basic-6.0 5.0 basic-120 18,0 bosic-24 0 360 450 54.0
Currert Rates: boskc-6.0 5.0 basic-1210 18.0 bosic-240 360 450 54.0
Alownd Rates: 6090120180240 360 480 54,0
ANl Rates: 6050120100240 360480 S40m0. mi. m2. mI mé m8 mé. mP mB m8 mi0. m11. mi2 mid m1d mis
D";ll‘?ni‘ basic-6.0 9.9 bask-12.0 100 bask-24.9 360 450 540 md. m1. m2, m3. md. mS, mE m7. md, m3 m1e. mi1. mi2
mi3 mid mis.
Bt’s‘llh’ Rates: basic-6.0 9.0 12.0 160 24.0 36.0 43.0 54.0 m0. m1. mZ m3. sd. m5. mb. sn7. mE. m9. m10. m11. m12. m13.
mid m

Best Throughput Rates: basic-6.0 basic-9.0 basic-12.0 basic-18.0 basic-24.0 basic-36.0 basic-48.0 basic-54.0 m0. m1. mZ m3.
md, m3, mb m7. i, mE m10. mi1. miZ mi3 mid m15,

MCS Rates on 802.11n beacon
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