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Stage 1. UGH! Stage 2: Hmmm... Stage 3: Aha!
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Converged Access QoS architecture overview
QoS Refresher

Existing QoS deployment — architecture refresher and challenges

What Converged Access offers

e The Converged Access QoS architecture in detail

 The QoS toolbox

e Default behavior and QoS touch points
e Queuing and the end of “trust”
Converged Access QoS design options

e SRND comparison

e Use Case
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Desugn Scenarlos -
- Driving a Continuum of ered and ereless Optlons

Wireless Wired &
Only Wireless
* Mobility required for * Mobility and wired * Deterministic Behavior
devices, and all devices factors both important — High Availability
wireless-capable — Scalability —Security
. * Different situations — Power — Bandwidth /
* Wired factors require different media Video — Legacy Devices

not applicable

_ ) * Mobility not required
e Cost considerations for devices / users

limit wired ports [
* Cost considerations

™

limit wireless APs
Examples —
Examples —

Laptops, Tablets,
Smart Phones,
Other Mobile

Devices
BRKCRS-2890

Mission-Critical
Systems, Video
Clients, Security
© 2013 Cisco and/or its affiliates. All rights reserved. Devices, P@ECQQMI'@eS




Evolution of Converged Access -

bmz _ ISE K 52y Prime
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INTEGRATED INTEGRATED _
MOBILITY MOBILITY -,
CONTROLLER
i Catalyst
p—
. Access
Ees A Points

BRANCH

POINTS
S
OL, RESILIENCY

POINTS
NTS
ES AVAILABLE

Capwap Tunnel

EEEN Standard Ethernet, No Tunnels — Guest Tunnel from Switch to DMZ Controller

5508 or
Mobility WISM2
Controller with SW

Upgrade or

new 5760

il
I—l.‘

Catalyst

Points

LARGE CAMPUS

SS POINTS

NTS

ROAMING DOMAINS
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Converged Access QoS architecture overview
QoS Refresher

Existing QoS deployment — architecture refresher and challenges

What Converged Access offers
e The Converged Access QoS architecture in detail
 The QoS toolbox
e Default behavior and QoS touch points
e Queuing and the end of “trust”
e Converged Access QoS design options
* SRND comparison

e Use Case
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What is QoS made of?

Marking/Mutation
Shaping/Policing

Bandwidth Allocation

Policingyd.fscards traffic which exceeds policed rate

Cisco (f'l/&/
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What is QoS made of?

DSCP 46
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Converged Access QoS architecture overview
QoS Refresher

e Existing QoS deployment — architecture refresher and challenges

What Converged Access offers
e The Converged Access QoS architecture in detail
 The QoS toolbox
e Default behavior and QoS touch points
e Queuing and the end of “trust”
e Converged Access QoS design options
* SRND comparison

e Use Case
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CUWN Archltecture —

Overwew - Challenges of QoS -
Current Mobility Architecture

p

\
\\\\»»SSOSIWiSMz

CAPWAP
Tunnels

/Challenges -

Overlay model with multiple points of policy
application*

Limited visibility into applications at the edge

I > U 5 /
5 = A .
E) e

Lack of granular classification at the edge
Qoftwa re based QoS

~

/

* Overlay model applies to CUWN local mode and
FlexConnect centralized mode

® vaking @ Policing Cisco ((‘/e'/



ereless QoS Today (AlreOS 7 4)

How wireless QoS is deployed today.

Current Mobility Architecture C|aSS|f|Cﬂtl0n/ Marklng

* Based on QoS marking from WMM client but subjected
/ E’\ to profile chosen on WLC
e SSID level QoS based on “Precious Metals”
5508/WiSM2 (Platinum, Gold, Silver, Bronze) selection
\ « WMM client marking is allowed up to profile value
 Non-WMM client traffic marked to profile value
 DSCP value is set in the CAPWAP header

K corresponding to the marking /

/0 Policing
» Per-user bandwidth contracts applied
CAPWAP downstream at WLC and upstream at AP
Tunnels » Per SSID (per AP/per radio) bandwidth contracts
AP G A ) / applied upstream and downstream at AP
E ) i Admission Control
7Y =~ B k « TSPEC or SIP-based

Marking @ Policing Cisco {(‘/cf



ereless QoS Today

QoS Bits — how are they carried thought the network

802.1 ireless) Frame 802. CAPWAP Encapsulated Frame

Payload |—> | 802.1p | pscp | Payload |

802.1Q Frame

| so2.11e | Dscp | Payload | —>

From client to AP AP to WLC (CAPWAP tunnel)  From WLC to Ethernet Switch

. >

_LAN Switch

WLAN Controller

802.11 Clients

Cisco (M’/

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



ereless QoS Today

QoS Bits — how are they carried thought the network

From client to AP From AP to WLC (CAPWAP tunnel)  From WLC to Ethernet Switch
>

_ LAN Switch

WLAN Controller

802.1 ireless) Frame KPWAP Encapsulated Frame

| so2.11e | Dscp | Payload | <— Payload |<— | 802.1p | DSCP | Payload

Cisco (M’/

BRKCRS-2890 #isco and/or its affiliates. All rights reserved. Cisco Public



How do we enable QOS today'>
Wireless

" I Lol I " Sawe Configuration  Ping Logout  Refresh
CliscCoO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMEMT 5 HELP FEE
WLANSs WLANSs = Edit 'Corporate WLAN' < Back Apply
¥ WLANS

|" General | Security | Qos | advanced |

WLANS
» Advanced Quality of Service (Qo PIatmum (voice) Under the WLAN one Of four QOS
I L t— g.?li r(\Elbd::t;ed) profiles can be aSS|g_ned.
sanzs (b » By default each profile has a
v B B g [ default .1p assigned, but it can be
Burst Data Rate ID ID mOdIfled USIng the ered QOS
fverage Real-Time Rate |D |D PrOtOCOI OptlonS
Burst Real-Time Rate |EI |D
Clear |
Override Per-SSID Bandwidth Contracts (k) 48
DownStream UpStream
Average Data Rate IEI ID
Burst Data Rats Jo Jo
Average Real-Time Rate |D |D
Burst Real-Time Rate ID ID
Clear |
4| | & ;.
e : | Cisco (( Ve,
*NOTE: ASSIgnment of QOS prOflle to WLAN s. All rights reserved. Cisco Public



How do we enable QoS today'?
Wireless

Wireless

¥ Access Points

-

v v v

Saye Configuration  Ping

MONITOR  WLANS CONTROLLER WIRELESS MANAGEMENT  COMMANDS

Edit QoS Profile < Back | apply |

HELP

Logout Refre

EEEDBACK

Reset to defaults |

All APs platinurn
= Radios
80z.11a/n

802.11b/a/n

QoS Profile Name

Dgscription |Fcr Woice Applications

Upstream per- user contracts added in 7.3.

Global Configuration

Per-User Bandwidth Contracts (k) *

Advanced
Mesh
RF Profifes

DownStream

Average Data Rate

Upstream and downstream per- SSID (per AP
per radio) contracts added in 7.3.

FlexCon Burst Data Rate
Groups

FlaxConnect A Average Real-Time Rate
g02.11a/n al-Time Rate

802.11bfgfn
Media Streay

Per-s8SID Bandwidth Contracts (k) *

DownStream

Time, Average Data Rate ’0— ’0—
QoS Burst Data Rate . o
E';U:'le Average Real-Time Rate [07 [07

o Burst Real-Time Rate ,EI— [0—

Maximum Priority is the maximum marking which can be
sent by a WMM client. Unicast Default Priority is the default
marking of non-WMM client traffic. Multicast Default Priority
is for multicast traffic.

WLAN QoS Parameters

Maximurn Priority voice ll
Unicast Default Priority besteffart vl

ulticast Default Priority besteffort =

Wired QoS Protocol

Protacal Type

802.1p Tag

The Protocol Type has two options: None & 802.1p. By
default it is set to None. If the Protocol Type is set to
802.1p, then the 802.1p tag can be modified. Valid values
are from0to 7.

i disabled

* The value zero Q) indicates the fea.

BRKCRS-2890

© 2013 Cisco and/or its affiliates. All rights reserved.
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Wireless QOIS-*Featu-'r'-es» -
“Where are they applled today'>

Classification Upstream AP uses profile
WLC WLC uses DSCP in capwap, sip
snooping
Dowstream AP AP uses DSCP in capwap
WLC WLC uses .1p/DSCP in .1Q
Marking Upstream AP AP uses profile and max wmm value as
limit
Downstream AP AP uses DSCP in capwap to mark wmm
Per-User Bandwidth Upstream AP User limited to specific rate
Contracts
Downstream WLC User limited to specific rate
Per-SSID Bandwidth Upstream WLC BSSID (per ssid, per radio) bandwidth
Contracts limit
Downstream WLC BSSID (per ssid, per radio) bandwidth
limit
AVC Upstream/Downstream WLC Classification, marking, drop actions all

on WLC — marking is bidirectional



Campus QoS archltecture

How campus QoS |s deployed today (QoS SRND 4 O)

Current Campus Archltecture

WAN BLOCK
f I ¥
~1 OO0
5

@® Untrusted Endpoint Port QoS:
* No Trust — Acl/DSCP classification
» Optional Ingress Marking and/or Policing |
* 1P3QyT Egress Queueing

Trusted Endpoint Port QoS:

* Trust-DSCP

» Optional Ingress Marking and/or Policing
* 1P3QyT Egress Queueing

~ Conditionally Trusted Endpoint Port QoS
» Conditional Trust with Trust-CoS
» Optional Ingress Marking and/or Policing
» 1P3QyT Egress Queueing
@ Switch-to-Switch/Router port QoS:
* Trust DSCP
e 1P3QyT or 1P7QyT Egress Queueing

5508/WiSM2

Campus
BLOCK

TECRST-2890 © 2013 Cisco and/or its affiliates. All rights reservec Cisco Public



How do we enable QOS today’?

‘Wired: mls based CLI exposes hardware

C3750-X(config)#mls qos
C3750-X(config)#interface GigabitEthernet 1/0/1
C3750-X(config-if)y#mls qos trust dscp

C3750-X(config)#mls gos queue-set output 1 buffers 15 30 35 20
C3750-X(config)#mls qos queue-set output 1 threshold 1 100 100 100 100
C3750-X(config)#mls qos queue-set output 1 threshold 2 80 90 100 400
C3750-X(config)#mls gos queue-set output 1 threshold 3 100 100 100 400
C3750-X(config)#mls qos queue-set output 1 threshold 4 60 100 100 400
C3750-X(config)#mls qos srr-queue output dscp-map queue 1 threshold 3 32 40 46

C3750-X(config)# mls gos srr-queue output dscp-map queue 2 threshold 1 16 18 20 22
C3750-X(config)# mls gos srr-queue output dscp-map queue 2 threshold 1 26 28 30 34
36 38

C3750-X(config)#mls qos srr-queue output dscp-map queue 2 threshold 2 24
C3750-X(config)#mls qos srr-queue output dscp-map queue 2 threshold 3 48 56
C3750-X(config)#mls qos srr-queue output dscp-map queue 3 threshold 3 0
C3750-X(config)#mils qos srr-queue output dscp-map queue 4 threshold 1 8
C3750-X(config)# mls gos srr-queue output dscp-map queue 4 threshold 2 10 12 14

C3750-X(config)#interface range GigabitEthernet1/0/1-48
C3750-X(config- |f range)# gueue-set 1

C37 O \VA4 £ =l HPR Y | A 22N DI- -

c3750{ NOTE: OnIy class based policing and marking are available today —
cli - Cat 3750

last box with mls }

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved.
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-~ Existing QoS deployments

How we overlay QoS policies today -

Current QoS Architecture /“"‘”’
Separate

- services for wired
and wireless

users /

S

'Schools of thought
. On QoS created
Misaligned y
markings

o

/Sep:::\ 550 WiS'\N
> ’

policies and )

Wireless

policies
implemented
on controller

pushed to AP

Switch Sees:
Wireless — Voice EF, Video AF41
Wired — Voice AF41, Video AF41

Video Phone Call
Phone Sends:
Voice AF41 - WMM 6
Video AF41 - WMM 5

Wired policies
implemented
on switch

® Trust @ Marking @ Policing
_ Conditional Trust @ Queuing

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Converged Access QoS architecture overview
QoS Refresher

Existing QoS deployment — architecture refresher and challenges

What Converged Access offers

The Converged Access QoS architecture in detail
 The QoS toolbox

e Default behavior and QoS touch points

* Queuing and the end of “trust”

Converged Access QoS design options

* SRND comparison

e Use Case

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



- What’s new with Converged Access =

Wired (Cat 3850) Wireless(Cat 3850 & CT 5760)

- Modular QoS based CLI (MQC) Granular QoS control at the wireless edge

- Alignment with 4500E series (Sup6, Sup7) ¢ Tunnel termination allows customers to provide QoS
. .. . treatment per SSIDs, per-Clients and common
* Class-based Queueing, Policing, Shaping, treatment of wired and wireless traffic throughout the
Marking network

* More Queues

Enhanced Bandwidth Management

* Upto 2PEQ3T queueing capabilities Approximate Fair Drop (AFD) Bandwidth Management
. . Xi i wi

* Standard 3750 provides 1P3Q3T ensures fairness at Client, SSID and Radio levels for

* Not limited to 2 queue-sets NRT traffic

* Flexible MQC Provisioning abstracts queueing
hardware

Wireless Specific Interface Control

* Policing capabilities Per-SSID, Per-Client upstream***
and downstream

* AAA support for dynamic Client based QoS and
Security policies

Per SSID Bandwidth Management

*** NOT available on CT 5760 at FCS

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



-~

DMz

prime (@) sEiCH

INTEGRATED

INCREN O covroen

ADQOC

@ Marking @ Policing

AR

Wireless(Cat 3850 & CT 5760)

Granular QoS control at the wireless edge

* Tunnel termination allows customers to provide QoS
treatment per SSIDs, per-Clients and common

treatment of wired and wireless traffic throughout the
network

Enhanced Bandwidth Management

* Approximate Fair Drop (AFD) Bandwidth Management
ensures fairness at Client, SSID and Radio levels for

NRT traffic

Wireless Specific Interface Control

* Policing capabilities Per-SSID, Per-Client upstream***
and downstream

* AAA support for dynamic Client based QoS and
Security policies

Per SSID Bandwidth Management



With the CT 5760 or CAT 3850 Wireless(Cat 3850 & CT 5760)

Usage based fair allocation without configuration

* Granular QoS control at the wireless edge

* Tunnel termination allows customers to provide QoS
treatment per SSIDs, per-Clients and common
treatment of wired and wireless traffic throughout the
network

* Enhanced Bandwidth Management

* Approximate Fair Drop (AFD) Bandwidth Management
ensures fairness at Client, SSID and Radio levels for
NRT traffic

* Wireless Specific Interface Control
Max bandwidth allowed: » Policing capabilities Per-SSID, Per-Client upstream***
300 — (27 * 10) = 30Mbps and downstream

* AAA support for dynamic Client based QoS and
Security policies

10 mbps 10mbps 10 mby

* Per SSID Bandwidth Management



With the 3850
Bidirectional policing at the edge per- user , per-
SSID and in Hardware

» SSID: BYOD

* QoS policy on 3850 used to police each client bidirectionally

* Policy can be sent via AAA to provide specific per-client policy
* Allocate Bandwidth or police/shape SSID as a whole

BRKCRS=Z89U ©ZUT3 CISCO anayor TS annares - A

Wireless(Cat 3850 & CT 5760)

Granular QoS control at the wireless edge

* Tunnel termination allows customers to provide QoS
treatment per SSIDs, per-Clients and common
treatment of wired and wireless traffic throughout the
network

Enhanced Bandwidth Management

* Approximate Fair Drop (AFD) Bandwidth Management
ensures fairness at Client, SSID and Radio levels for
NRT traffic

Wireless Specific Interface Control

» Policing capabilities Per-SSID, Per-Client upstream***
and downstream

* AAA support for dynamic Client based QoS and
Security policies

Per SSID Bandwidth Management

Cieco Public



With the CT 5760 or CAT 3850 Wireless(Cat 3850 & CT 5760)

Deterministic bandwidth is allocated per SSID

S s * Granular QoS control at the wireless edge
* Tunnel termination allows customers to provide QoS

treatment per SSIDs, per-Clients and common
10% BW " & 90% BW treatment of wired and wireless traffic throughout the
network
Guest Enterpnse ¢ Enhanced Bandwidth Management

* Approximate Fair Drop (AFD) Bandwidth Management
ensures fairness at Client, SSID and Radio levels for
NRT traffic

. y S -
228 W  DaGe
2 * Wireless Specific Interface Control

N » Policing capabilities Per-SSID, Per-Client upstream***

Deterministic BW

» and downstream

- * AAA support for dynamic Client based QoS and
= £ Security policies

» Per SSID Bandwidth Management

BRKCRS=-Z89U © ZUT3 CISCO ana/or s amiaes: Al T rved CIisco Public



What's new with Converged Access

mls based CLI exposes hardware — MQC provides a unified provisioning Language

C3750-X(config)#mls qos policy-map 3850-Q0S
C3750-X(config)#interface GigabitEthernet 1/0/1
C3750-X(config-ify#mls qos trust dscp clas_s PRIORITY'QUEUE
priority level 1
police rate percent 20
C3750-X(config)#mls qos queue-set output 1 threshold 2 80 ‘F0~+66-400 /class CONTROL-MGMT-QUEUE
remaining percent 30
gueue-limit dscp cs t 80

gueue-limit dscp cs3 percent 90
gueue-limit dscp cs6 percent 100

class TRANSACTIONAL-DATA-QUEUE
bandwidth remaining percent 5
gueue-limit dscp af23 percent 80
gueue-limit dscp af22 percent 90
gueue-limit dscp af21 percent 100

class BULKDATA-QUEUE
bandwidth remaining percent 35

C3750-X(config)#interface range GigabitEthernetl/

C3750-X(config-if-range)# queue-set 1 queue—:im!: gscp a&g csl pertcsgt 80
C3750-X(config-if-range)# srr-queue bandwidt#’share 1 30 35 5 queue-limit dscp al..z percen
C3750-X(config-if-range)# priority-queue out gueue-limit dscp af1l percent 100

*NOTE: Only class based policing and marking are available today — last box with mls cli - Cat 3750 Cisco("/f:

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Converged Access QoS architecture overview
QoS Refresher

Existing QoS deployment — architecture refresher and challenges

What Converged Access offers
* The Converged Access QoS architecture in detail
 The QoS toolbox
e Default behavior and QoS touch points
* Queuing and the end of “trust”
e Converged Access QoS design options
* SRND comparison

e Use Case

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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| ‘The Catalyst 3850 QOS Toolbox

ered to ereless

Marking at SSID is
done via Mutation
(table-map)

Client Level |=,\ & SSID Level &

=

Ingress Wired Port

u '
n
| |': Priority Pr|0r|ty
Policer
=g Polcer [od Varker | 1g Marker |
Prlorlty Prlorlty
T4 Policer g Varkor | *‘|

Port Shaper

Classify
iz > e | i J J
L K
. ﬁ-
\ J:\
n
: |\

APs have several
Out of a wirele} = fadios (2) — Each

Into a wired port
radio is shaped

—

Cisco ((Vf:/




The Catalyst 3850 QoS Toolbox

ered to ereless

/ Egress Wired Port 3 SSID Level E Client Leve
: _
. - arker olicer 4- Palicer
e Jroe g IR by NI ¢
e -

| |
m Classify
— : :
| Marker DX Policer sl varker B Policer
4— - :
[Ezee ] ; I « [T ‘Wl Ve Ll poiicer
| |

O-s

“warker KB policer |
hvarer Q¥ pocer

4
IAmT>TIW0

Out of a wired por Into a wireless port Ncsoses

Cisco ((Vf:/
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" QoS default béha\/i-dr

QoS PoIicyATouch Point

Default Trust Boundary, if
the SSID is crossed all
QoS markings are set to O

=

/

gl @

SSID Radio Port

Policy-map radio-default
Class class-default
Shape average <> |

2 configured queues:
* PQ1 - Control traffic

e Multicast NRT Data

(Multicast class Default)

* NRT Data (class default)

2050 4

Policy-map port<>
Class class-default
Shape average <>
Service-policy
port_child_policy

Policy-map port_child_policy
Class non-client-nrt-class
Bandwidth remaining ratio 10

Into a WiI’J NOTE: WCM installs the default policies on the wireless port/radio/client.

By default only wired to wired traffic will retain QoS markings, unless a Table-map is used. )

_>‘ Cisco (M’/



I\/Iarklng with table maps and the end of “trust”"

Trust Boundary :

Table map example -~ o0 L NI, " o removed |
QoS PoIicyATouch Point p

- = @

SSID Radio

Default Trust Boundary, if
the SSID is crossed all
QoS markings are setto 0

DSCP 46 I !!II!

table-map dscp2dscp / DSCP 14

map from 46 to 14
default copy
table-map

DSCP 14 DSCP14 UP3

policy-map SSID-Table-Map
Class class-default

set dscp dscp table dscp2dscp
set wlan user-priority dscp table

Into a wire( NOTE: “Trust” does not exist in MQC based platforms. By default only wired to wired traffic

will retain QoS marklngs all other will be remarked to O unless a Table map is used. Lco(ﬂ/f,/

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn




Marklng W|th table maps and ”GOLD” markmg

Backward- compatlble table-maps "

QoS PollcyATouch Pomt

-« &= @

Client SSID Radio Port
-
DSCP
34
<€ -~
Table-map for Gold:
Table Map gold-dscp2up
il 4 DSCP DSCP DSCP
from46 to 4
from47to 4 / = L =
default copy
leshs el Table Map gold-dscp2dscp
dscp2dscp
from 45 to 34
from 45 to 34
from 46 to 34
from 46 to 34
from 47 to 34
from 47 to 34 St 65
default copy Py

Cisco ((Vf:/



Wireless Queuing and Approximate Fair Drop (AFD)

Into a wired port Out of a wireless port



Evolution of Converged Access

DMz

Prime ISER

5508 or
Mobility WISM2
Controller with SW
Upgrade or
new 5760

Mobility
Controller

INGEGRATED
MOBILITY

ROLLER

INTEGRATED INTEGRATED
MOBILITY

New CD"?\I?E&‘SEIYER CONTROLLER z New
Catalyst g e Y Catalyst Catalys / . Catalyst
- O . 3750

3850 ¢ $2 3850 3850 e OO | -
Access

- i R
o= o
Points Points
SMALL/MEDIUM CAMPUS LARGE CAMPUS

POINTS
S
AMING DOMAINS

> AVAILABLE

, RESILIENCY y |

Capwap Tunnel Emm— Standard Ethernet, No Tunnels Guest Tunnel from Switch to DMZ Controller Cisco Public



802.1p UP-Based IP DSCP 802.1p UP IEEE Notes
Traffic Type (CoS) 802.11e
UP
Reserved 56 7 7 802.1p UP 7 requires special handling because it is
(Network Control) reserved for CAPWAP control. So data packets with
UP = 7 should always get degraded to UP 6 / DSCP
46. CAPWAP Control UP = 7 also translates to DSCP
46 because there are no other logical options.
Reserved 48 6
Voice 46 (EF) 5 6
Video 34 (AF41) 4 5
Voice Control 26 (AF31) 3 4
Background (Gold) 18 (AF21) 2
Background (Silver) 10 (AF11) 1 1
Best Effort 0.3
0 (BE) ’
Cisco L2/L3 QoS packet marking mappings and IEEE mappings Cisco(ﬂ/&/

BRKCRS-2890

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



- 802.11e / WMM Media Access Classifications

« Separates traffic types in to 4 QoS access categories (AC)
« Background, Best Effort, Video, Voice

« These 4 ACs also have unique delay and random back off characteristics for
accessing the RF channel (EDCA)

! !

= =
-

Best Effort

Il

Internal
Collision
Resolution

Cisco ((Vf:/
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* Wi-Fi Enhanced Distributed Channel Access (EDCA)

* Frames in each access category queue have different backoff delays, referred to as
the Arbitration Interframe Space Number (AIFSN), followed by varied contention

windows

This is advertised in the AP’s beacon frames and probe responses

BRKCRS-2890

DIFS | |
‘ SIFS
Busy Medimm -—-Tj

o

Contention Wy imdow
—

B wWindon]

7 slots CWmin[5] Background
o 3 slots CWmin[5] Best effort
%’; 2 slots CWmin[4] Video -
2 slots CWmin[3] Voice %
Free access when medinm
is free longer than DIFS IMIFS

Mext Frame

Slod i

Ieler Acoess

—

© 2013 Cisco and/or its affiliates. All rights reserved.
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Wireless I\/Iultlmedla (WIVIIVI)

-a Wi-Fi Alllance subset of 802 11e

CISCO MOMITOR  WLANs  COMTROLLER — WIRELESS — SECURITY
WLAN Configurations of WMM affect QoS Behaviors: ~ "-AHs WLANs > Edit "11r
@M Allowe N ‘:ﬁtﬁﬁ: | General | Security | QoS | Advanced

Non-WMM clients and WMM enablec » Advanced quality of servi _ _
y of Service (QoS)  Platinum (voice) -
WLAN WHM
1 M Policy Required -
MM Req uired>— B
. _ o Allowed
n Clients can join the WLAN N FeT==

« WMM enabled Clients transmit all packets with WMM QoS Header

* Non-WMM Clients transmit no packets with WMM QoS Header
* Non-WMM can not receive packets from the AP that have a WMM QoS Header

 All packets from and to Non-WMM Clients are sent with Best Effort Wi-Fi Channel
Access, therefore elevated QoS is not provided

Cisco (f'l/f;/
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~ WMM Configuration Options

Cat 3850 Configuration:

(config)# wlan <your WLAN name>
(config-wlan)# shutdown

(config-wlan)# broadcast

I Shows all beacons in the sniffer trace
(config-wlan)# radio all

I Enables WLAN configuration on both AP radios
and all Wi-Fi protocols

(config-wlan)# wmm require

I Requires i1Phone to mark voice and video
packets

(config-wlan)# no shutdown

CIsCo

WLANSs

v WLANS
Wi LA s

» Advanced

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved.

WLC Example

MOMITOR  WlAMs  COMTREOLLER.  WIRELESS  SECURITY

WLANs > Edit “11r'

|'- General | Security | QoS | Advanced |

Quality of Service (QoS)  Platinum (voice) -

WHMM

W MM Policy
7920 AP CAC
7920 Client CAC

Cisco ((Vf:/

Cisco Public



Converged Access QoS architecture overview
QoS Refresher

Existing QoS deployment — architecture refresher and challenges

What Converged Access offers
The Converged Access QoS architecture in detail
 The QoS toolbox
e Default behavior and QoS touch points
e Queuing and the end of “trust”
e Converged Access QoS design
* SRND comparison

e Use Case

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco (f'l/f:/



ereless QoS

5508 WLC with AlreOS 7 3 to Converged Access

802.11e (Wireless) Frame =802=4-@=enreiteor CAPWAP Encapsulated Frame 802.1Q Frame
[ s0211¢ | Dsce [ Payload | —> [ so21p [IBSGRI [ soz.1ie | DscP | Payioad || —> [ 8o2.1p | DSCP [ Payioad |
From client to AP From AP to WLC (CAPWAP tunnel)  From WLC to Ethernet Switch
<€ :

. >
. Wired Ports
/

Integrated
Controller




~ Wireless QoS

3850 WLC — “TRUST DSCP"

=

802.11e (Wirelege 2 A Encapsulated Frame )
| so2.11¢ | pscp | Payload | ————> g02.1le | DSCP | Payload |—> | 8021p | DSCP | Payload |
From client to AP From AP to WLC (CAPWAP tunnel)  From WLC to Ethernet}Switch

Wired Ports
4 4

. / > gct)?wgtrrgltg:
Wireless Port) 5= 20, g

I A
Kx

NOTE: Upstream SSID policies are pushed to APs. In this case Trust DSCP is extremely

important. 100 (ll/&/

BRRCRS=Z890 T ZUT3 CISTo anyor s anmaes. ATTgms Teserver———————————___ CISCoO PuniT




~ Wireless QoS

3850 WLC - “TRUST DSCP"

F WLC to Ethernet Switch
)Nired P(}rts

From cIin t AP From AP to WLC CAPWA unnI) |

Integrated
~ Controller

Wireless Port )

ireless) Frame

802.11e | DSCP | Payload | <———

ncapsulated Frame

<—| 802.1p | pscp | Payload

802.11e Payload

Cisco (f'l/f:/
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Catalyst 3850 Campus QoS DeS|gn

- QoS Roles in Campus Networks

Unsecured
Endpoints |~

X Access Distribution
1

Enterprise

BRKCRS-2890 Cisco and/or its affiliates. All rights reserved.

CT 5760
< Wireless

Wireless Devices

Core

Lan

- Egress Queuing

No Trust [OR]
1 Classification/Marking +

Trust DSCP +
Egress Queuing

Conditional Trust +
Egress Queuing

Trust DSCP +
Egress Queueing

@

ﬁ* Classification/Marking +
®7"  [Optional Policing] +
Egress Queuing

*
[ TrustMark DSCP/WMM

Classification/Marking +
[Optional Policing]+
Egress Queuing

@ Trust DSCP +
Egress Queuing

* Policies for wireless clients (6) reside on Catalyst

3850

* Policies for APs (7) are pushed from the upstream

CssiDuevVel policy of Catalyst 3850



What does'a voice-only ssid iogk RN =

Option 1: Backward Compatible — 5
SSID Policy - Platinum

Marking Only

Table Map plat-dscp2dscp
from 45 to 45
from 46 to 46
from 47 to 47
default copy

Table Map plat-dscp2up
from 34 to 4
from 46 to 6
default copy

Table Map plat-up2dscp
from 4 to 34
from 5 to 34
from 6 to 46
from 7 to 8
default copy

Table Map gold-dscp2dscp
from 45 to 34
from 46 to 34
from 47 to 34

policy-map platinum-up
class class-default
set dscp dscp table plat-dscp2dscp

policy-map platinum-down
class class-default
set dscp dscp table plat-dscp2dscp
set wlan user-priority dscp table plat-dscp2up

wlan BRILEY-1 2 BRILEY-1

aaa-override

band-select

client vian 200

nac

security wpa wpal ciphers aes
security wpa wpal ciphers tkip
security wpa wpa2 ciphers tkip
security dotlx authentication-list method_list

no shutdown
sprvice-nalicv innuit nlatinim-1in

NOTE: Upstream classification/marking
pushed to APs.

default copy

[ NOTE: Ingress DSCP values are trusted not classified based on application. Upstream
no wmm value is used, downstream both dscp and wmm are required.

Cisco (M’,/

RRCRS-Z890

O ZUTS CISto anaror s anmeare s AT oS reserven:
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~ What does a voice-only s

Option 2: Upstream
Limiter/Marker

policy-map per-user-voice
class VOIP

set dscp ef

police 128000 conf transmit exceed drop
class VIDEO

set dscp AF41

police 384000 conf transmit exceed drop
class SIGNALING

set dscp cs3

police 32000 conf transmit exceed drop
class class-default

set dscp default

wlan BRILEY-1 2 BRILEY-1
aaa-override

band-select

client vian 200

service-policy client input per-user-voice
session-timeout 600
no shutdown

§)

SSID Policy —
TRUST

policy-map truz

class class-
SR Trust Boundary
policy-ma Will be removed
class clas 3.3.0SE
set dscp \ J
set wlan us! Jle dscp2up

wlan BRILEY-1 2 BRILEY-1
aaa-override

band-select

client vlan 200

nac

security wpa wpal ciphers aes
security wpa wpal ciphers tkip
security wpa wpa2 ciphers tkip
security dotlx authentication-list method_list
no shutdown

service-policy input trust-up

+ 4+ + ol

oooB

Enterprise
SSID

NOTE: Class-maps not shown for brevity — can be based on ACL, port ranges and DSCP/CoS...

RRCRS-Z890

©ZU0T3 CISCO anaror s anmrates AT Tigms Teserven:

CISCO Puniic



SSID Policy — Platinum + CAC

policy-map platinum-cac
class voice-signaling
priority level 1
police cir 5m conform traf
admit cac wmm-tspec
rate 128
wlan-up 6 7
class video
priority level 2
police cir 15m conform trg

policy-map platinum-down
class class-default
shape average 20000000
gueue-buffer ratio 0

Voice CAC

C3850# config t
C3850(config)# ap dotll 5ghz shutdown

C3850(config)# ap dotll 5ghz cac voice acm
C3850(config)# no ap dotll 5ghz cac voice load-baced

I For Cisco 7925 - We set up a static CAC for iPhone

I NO — sets up static CAC

C3850(config)# ap dotll 5ghz cac voice max-bandwidth 75
C3850(config)# ap dotll 5ghz cac voice sip bandwidth 64

C3850(config)# no ap dotll 5ghz shutdown

set dscp dscp table plat-dscp2dscp
set wlan user-priority dscp table plat-dscp2up
service-policy platinum-cac

wlan BRILEY-1 2 BRILEY-1
aaa-override

band-select

client vian 200

no shutdown

service-policy input platinum-
service-policy output platinum-down

session-timeout 600
no shutdown

up

Cisco (M’/



* What does wireless port gt eUI ng| 'o"ci) k like nOw? ;

Wireless Port Policy @

policy-map port_child_policy

class non-client-nrt-class
bandwidth remaining ratio 7

class voice
priority level 1

police rate percent 10
conform-action transmit
exceed-action drop

class video
priority level 2

police rate percent 20
conform-action transmit
exceed-action drop

class class-default
bandwidth remaining ratio 63

Enterprise
SSID

NOTE: Policing at the port level is for Multicast traffic, SSID or Client level policers
are Unicast.

} Cisco (('Vf:/

BRRCRS=Z890

©Z0T3 CISTO anayor s armates: Al s reserveo.
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Catalyst 3850 Campus QoS DeS|gn

- QoS Roles in Campus Networks

___________ . o —— o No Trust [OR]
. Unsecured Access Distribution Core 1 Classification/Marking +

Endpoints R SR PR ST o S EE TR Egress Queuing

. Trust DSCP +
Egress Queuing

8 Conditional Trust +

4 Egress Queuing

@ Trust DSCP +
Egress Queueing

Cisco TelePresence _»~ /| ;oo - g B> Classification/Marking +
CT 5760 ! ®7"  [Optional Policing] +

- Wireless | Egress Queuing
; 1
Lan *
Controller: 7" TrustMark DSCP/WMM

Classification/Marking +
[Optional Policing]+
Egress Queuing

Egress Queuing

* Policies for wireless clients (6) reside on Catalyst
3850

Policies for APs (7) are pushed from the upstream
SSID level policy of Catalyst 3850

1
1
1
1
1
+
! @ Trust DSCP
:
1
1

*



'Catalyst 3850 Campus QoS De5|gn

‘Service Policy Model Example I\/Iarklng Pollcy
1

Wired Untrusted Client Port
Policy

Access Distribution Core
[class-maps omitted for brevity] Catalyst 3850s Catalyst 4500s Catalyst 6500s
policy-map MARKING-POLICY
class VOIP
set dscp ef

class MULTIMEDIA-CONFERENCING
set dscp af4l

class SIGNALING

set dscp cs3

class TRANSACTIONAL-DATA
set dscp af21

class BULK-DATA

set dscp afll

class SCAVENGER

setdscp csl

class DEFAULT

set dscp default

Interface GigabitEthernet 1/0/1
service-policy input MARKING-POLICY

Cisco (('V&/
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~ Catalyst 3850 Campus QoS Design

Egress Queuing (1P7Q3T with WTD) Model =~

Application
Network Control
Internetwork Control
VolP

EF

Broadcast Video CS5

|

Multimedia Conferencing AF4

Realtime Interactive Cs4

Multimedia Streaming AF3

(ONK]

Signaling

Transactional Data AF2
T ——

Bulk Data AF1

Best Effort DF

1P7Q3T WTD =
Weighted
EF Tail
CS5 Drop

PQ
Cs4

CS7 & CS6
CS3 & CS2

Q7
(BWR 10%)

Q6

AF4
(BWR 10% + WTD)

Q4
SCP-Based WTD)

Q3
SCP-Based WTD)

AF2 BWR 10% + D

AFL BWR 4% + D

cs1 Q2 (BWR 1%)

DF Q1 (BWR 25%)

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved.
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~ Catalyst 3850 Campus QoS Design

Egress Queuing (2P6Q3T with WTD) Model ~ =

Application
Network Control
Internetwork Control

VolP EF

Broadcast Video CS5

Multimedia Conferencing AF4

Realtime Interactive Cs4

Multimedia Streaming AF3

(ONK]

Signaling

|

2P6Q3T WTD =
Weighted
EF PQ1 (10%) Tail
CS5 Drop

e PQ2 (20%)

CS7 & CS6
CS3 & CS2

Q6
(BWR 10%)

Q5

AF4
(BWR 10% + WTD)

Transactional Data AF2 AF2 (BWR 10% + DggP-Based WTD)
e e —
AF1 Q2
Bulk Data ARt cs1 (BWR 5% + DSCP-Based WTD)
T e [
Best Effort DF DF Q1 (BWR 25%)

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved.
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- -‘Catalyst 3850 Campus QoS Desugn

Egress Queumg (2P6Q3T) Example = Part 2 (Pollcy Map)

I This section configures policy-map 6 [continued] e

policy-map 2PQ3T

class PRIORITY-QUEUE class BULK-SCAVENGER-DATA-QUEUE
pri?_rity level 1 - bandwidth remaining percent 5
police rate percent _limi
Class REAL-TIME-VIDEO-QUEUE queue I!m!t o!scp gsipercent 80
priority level 2 queue-limit ('scp af12 percent 90
police rate percent 10 ... gueue-limit dscp afll percent 100
class CONTROL-MGMT-QUEUE class class-default

bandwidth remaining percent 10
class MULTIMEDIA-CONFERENCING-QUEUE

bandwidth remaining percent 25

bandwidth remaining percent 10 I This section attaches the policy to the int(s)
queue-limit dscp af43 percent 80 service-policy output 2P6Q3T
gueue-limit dscp af42 percent 90
gueue-limit dscp af41 percent 100 Access  Distribution Core

class MULTIMEDIA'STREAMING'QUEUE Cate lyst 3850s TCataIyst 4500s Catalyst 6500s

bandwidth remaining percent 10
gueue-limit dscp af33 percent 80
queue-limit dscp af32 percent 90
queue-limit dscp af31 percent 100

class TRANSACTIONAL-DATA-QUEUE
bandwidth remaining percent 10
queue-limit dscp af23 percent 80
queue-limit dscp af22 percent 90
gueue-limit dscp af21 percent 100




Converged Access QoS architecture overview
QoS Refresher

Existing QoS deployment — architecture refresher and challenges

What Converged Access offers
e The Converged Access QoS architecture in detail
* The QoS toolbox
e Default behavior and QoS touch points
e Queuing and the end of “trust”
Converged Access QoS design options
* SRND comparison

e Use Case

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Converged Access Deployment

Converged- Access—D‘e"plcf)y'r"hent.Sc"en‘ariko

Goals: tral Location

e Use ISE to incrementally add new users/user-groups =

* Align Wired and Wireless QoS policies Infrastructure
Guest Anchor(s)
Details of Deployment: ’

e |ISE provisions users and ties to QoS policy Name

e Deploy 2 SSIDs — FACULTY, STUDENT

e Faculty and Students are authenticated

e Both groups provided Voice, Video and Data
guarantees

* Each group is given a bandwidth guarantee Mobility

* Each user provided fairness s

Gre~

Mobility Controller
Mobility Agent

Switch
Peer

Cisco (f'l/f:/
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Cisco Converged Access Deployment

'Converged Access = Deployment Scenarlo
Bandwidth unfairriess

" Trust Boundary
Will be removed

3.3.0 SE
table-map dscp2dscp

default copy

Policy-map TRUST-BW-FACULTY
Class class-default
Se d Switch Peer
s r-priority dscp tal Groups
bandwidth remaining ratio 90

table-map dscp2dscp
default copy Trust Boundary

Policy-map TRUST-BW-STUDENTS
Class class-default
se d
S —priority dscp ta
bandwidth remaining ratio 10

Interface Configuration:

wlan FACULTY 3 FACULTY
aaa-override
client vlan 67

service-policy out TRUST-BW-FACULTY ® Marking @ Policing

® Queueing Cisco ((Vf:/
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Cisco Converged Access Deployment

- 'Converged Access = Deployment Scenarlo

Classification and Marking .

Infrastructure
Guest Anchor(s)

Cisco Identity Services Engine (ISE)
e Group configured for FACULTY —
e Group configured for FACULTY via ISE or AD
e QoS policy name provided per Group

e QoS policy name pushed to 3850 from ISE / Switch Peer

Per user MQC policy Groups

e QoS Policy pre-configured on 3850

 After client authentication, policy applied to client on
ingress

Trust Boundary

policy-map FACULTY
class VOIP \\\
set dscp ef
police 128000 conf transmit exceed drop
class VIDEO
set dscp AF41
police 384000 conf transmit exceed drop
class SIGNALING
set dscp cs3
police 32000 conf transmit exceed drop
class TRANSACTIONAL-DATA
set dscp af2l
class class-default
set dscp default

® Marking @ Policing , /
@® Queueing Cisco(f l/&

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Converged Access Deployment

'Converged Access Deployment Sceharlo

- Queuing

policy-map 2P6Q3T
class PRIORITY-QUEUE-1

priority level 1

police rate per 10 conf tran exceed drop
class PRIORITY-QUEUE-2

priority level 2

police rate per 20 conf tran exceed drop //,
class CONTROL-MGMT-QUEUE

bandwidth remaining percent 20
class TRANSACTIONAL-DATA-QUEUE

bandwidth remaining percent 20
class SCAVENGER

bandwidth remaining percent 5
class class-default

bandwidth remaining percent 25

Wired Ports

Switch Peer
Groups

"Trust Boundary

policy-map port_child _policy
class non-client-nrt-class
bandwidth remaining ratio 7
class voice
priority level 1
police rate percent 10
conform-action transmit
exceed-action drop
class video
priority level 2
police rate percent 20
conform-action transmit

exceed-action drop — ® Marking @ Policing ,
class c_:lass—defeu!t ) ® Queueing Cisco l‘/c’

bandW|dtb. remaining ratio 63 e D andlor its affiliates. All rights reserved. Cisco Public




Converged Accéss Deployme‘n'té

L09 3850- l#show policy-map int wireless client
L09-3850-1#sh wireless client sum WLAN State
Number of Local Clients : 1

MAC Address AP Name WLAN State Protocol 4 up
c8aa.2123.345d 10.101.2.109 4 UP Mobile

2123.35d det
Mac Address Vlanld 1P Address Src If Auth Mob
c8aa.2123.345d 3000 10.101.255.1 0x00DCD1C0O0000000B RUN ANCHOR
c8aa.2123.345d APd48c.b5e4.4e8a 4 upP
11n(2.4)

L09-3850-1#show policy-map int wireless client

Client C8AA.2123.345D iifid:
0x0105C38000000019 .0x00CBD900O0O0O00OO3E . 0OXOOCEN020000000040 . 0Xx00F4BCO000000041

Service-policy input: FACULTY fe23 :345d
Class-map: VOIP (match-any) Sys'zem
Match: ip dscp ef (46)
QoS Set
dscp ef port
police: 40 (136413)
cir 128000 bps, bc 4000 bytes VA VAY aVAY,
conformed O bytes; actions: ...... ’
transmit
exceeded 0 bytes; actions: N
drop “:-;
[+3

conformed 0000 bps, exceed 0000 bps

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Converged Access Deployment

Mobility Tunnel

S

N

M

® Marking @ Policing , /
® Queueing Cisco(( Vfr
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Things to know beforeyougo

 Make sure the radios are up
* What defaults cannot be changed

Radio shapers, Port shaper on wireless ports

 AFD cannot be turned off

* Troubleshooting commands that are quite useful:

Show policy-map interface

Show platform gos dscp-cos counters gigabit
Show platform gos policy hw_state target gigabit
Show platform gos queue config gigabit

Show platform gos queue stats gigabit

Show platform qos policies (client, port, radio, ssid)

BRKCRS-2890 © 2013 Cisco and/or its affiliates. All rights reserved.
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