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« Optimized Roaming

- Infrastructure Enhancements
- Client SSO Enhancements

- Qing Tagging Enhancement




DCA | Profiles
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WHY DCA in RF Profiles

« Multi Country Support - one AP group per country- meermjﬁzitialjm"_::ﬂ'ﬂﬂ"‘"""""% Shemt
each with a defined channel list in RF Profiles

RF Profile > Edit ‘'enterprise’

DCA

- Managing mixed channel (802.11n/ac 40/80 MHz) Aickd A6 rersigs ¥ Tterssca l T st
enV| ron ment Channel Width 20 MMz 40 MMz (&) BO MMz

« Channel assignment by physical area - engineering
on the 2" floor, accounting on the first floor, you ———
want engineering to limit their impact i 1R T A, A

DCA Channels

DCA Channel List

- Conference Center - allows the assignment of
channel ranges to individual vendors and creation

Select Channel

of buffer zones on main network to isolate —
Ic4 36
38
(Cisco Controller) >config rf-profile ? 40
lln-client-only Configures 802.l11ln-client-only mode of the RF Profile. | *®
channel Configures the RF Profile DCA settings
. . INIL-2 channels @ Enabled
coverage Configures the RF Profile Coverage
© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 4



RRM DCA In RF Profiles - The Rules

« The country code must be set on the
controller to allow other reg. domain channels Wiroless

MONITOR  WLANs CONTROLLER  WIRELESS
Country

¥ Access Points

« Channels must be selected under Global DCA ) L. of acouse poins. ol 09 peseuco e
on the controller to be available in profiles 21w

Configured Country CN, US

el
cCisco NOMITOR  WiANs CONTROLLER WIRELESS  SECURITY  MANAGEMENTY (s ]

« You must disable 802.11a/b networks to s

Mesh Wireloss 862.11a > RRM > Dynamic Channet Assignment (DCA)

C h an g e DCA C h anne IS or ba n dWIdth RF Profile > Edit “china’ feraiaa Dymamic Chanmel Assignment Algorithm
(2 0/40/80) Sanersl | #0311 | REM | Hy . ‘”:.’_ Ll Crannel Assigryman Mettod (Suromanc Irtorvad: 10 minstos 1 | AncharT]

* You can have a different assignment for T’ an ol <o
bandwidth in an RF Profile than you have in O i e
G | Obal Ben Emmmnat i ;e»m. AR :‘:”":"::b:-’;‘ r‘::::’ :..4 Amvul 103

B, 45, 44, 40 53, 5] o go2.11a/m/ec Crormes Wi 28wk Dat e @ -
157, 161, 185 eI Crermes wis: 20 e | 40 wive S0 pee

+ RF Profiles and AP groups must be present e s s e
on every controller that has an AP you want o m——
to include in the AP group. i R

© 2013-2014 Cisco and/or its affiliates. All rights reserved.
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_RX_SOP
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RX_SOP: What Is it?

- Receiver Start of Packet Detection Threshold (RX_SOP) determines the Wi-Fi signal level in
dBm at which an AP radio will demodulate and decode a packet

- The higher the level, the less sensitive the radio is and the smaller the receiver cell size will
be

« By reducing the cell size we can affect everything from the distribution of clients to our
perception of channel utilization

 This is for High Density designs - and requires knowledge of the behavior you want to
support

A client needs to have someplace to go if you ignore it on the current cell

WARNING! This setting is a brick wall - if you set it above where your clients are

being heard, they will no longer be heard. Really.

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 7



RX_SOP: Why Use [t?

- Reduce sensitivity to interference and noise - reduce channel utilization
- |t sharpens the cell edge - we will hear what we intend to cover

- Caveats -
* You can significantly reduce coverage

* You can make it impossible for intended clients to associate or communicate
with your AP

- This feature is to be used in conjunction with a known design to solve a
specific problem when you understand the coverage and usage of the network
by the users

« RX_SOP is available at the global level as well as in RF profiles - Strongly
recommend applying only through profiles - to solve specific problems with
HDX

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 8



MONITOR  WilANs CONTROWLER WIRELESS SECURITY MANAGEMENT COMMAN

RX_SOP Configuration

- Settings High, Medium, Low, Auto " Accen pon

General | 802.11 | RRM | High Density |Mml

High Density Parameters Muilticast Parameters

« Auto is default behavior, and
leaves RX_SOP function linked to

Mamimum Cliers(l bo 200} | 200 Multicast Dats Ratesd | auto &

Rx Sop Threshold Parameters

CCA threshold for automatic s s ety =
adjustment o
Mesh
« Most networks can support a LOW
setting and see improvement Tt
- This affects all packets seen at the " mniiajore
receiver
RX SOP Thresholds
802.11 Band High Threshold Medium Threshold Low Threshold
5 GHz -76 dBm -78 dBm -80 dBm
2.4 GHz -79 dBm -82 dBm -85 dBm

© 2013-2014 Cisco and/or its affiliates. All rights reserved.
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RX_SOP Configuration

(Cisco Controller) >config rf-profile rx-sop threshold ?

auto Reverts radio receiver SOP to auto.
high Sets radio receiver SOP to high.
low Sets radio receiver SOP to low.
medium Sets radio receiver SOP to medium.

(Cisco Controller) >config rf-profile rx-sop threshold medium ?
<profile name> Specifies the name of the RF Profile.

(Cisco Controller) >show rf-profile details Tryme?2

i/ e
Rx Sop Threshold.......oi ittt ittt eeeeeeeeeenas Medium

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 10



RX _SOP Verification

((Cisco Controller) >show 802.1la extended

Default 802.11la band Radio Extended Configurations:
Beacon period: 100, range: 0 (AUTO);
Multicast buffer: 0 (AUTO), rate: 0 (AUTO);
RX SOP threshold: 0 (AUTO); CCA threshold: 0 (AUTO);

APa80c.0dd2.218c a8:0c:0d:db:ce:f0

Beacon period: 100, range: 0 (AUTO);

Multicast buffer: 0 (AUTO), rate: 0 (AUTO);

RX SOP threshold: 0 (AUTO),; CCA threshold: 0 (AUTO);
AP7c69.f647.50a8 7c:69:f6:47:7a:a0

Beacon period: 100, range: 0 (AUTO);

Multicast buffer: 0 (AUTO), rate: 0 (AUTO);

RX SOP threshold: 0 (AUTO),; CCA threshold: 0 (AUTO) ;
AP7cad.74ff.36d2 08:cc:68:b4:46:c0

Beacon period: 100, range: 0 (AUTO);

Multicast buffer: 0 (AUTO), rate: 0 (AUTO);

RX SOP threshold: 0O (AUTO),; CCA threshold: 0 (AUTO) ;

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 1



RX_SOP Troubleshooting

= There are no debug commands for RX_SOP; it is a chipset level tweak and when
applied, chipset will not forward *any* frames to the AP receiver.

= Therefore, there is no way to check dot11 frames ignore when RX_SOP is applied. To
confirm things are working, you can apply RX_SOP on AP and enable driver debugs
(debug dot11 d1 trace print rcv) to ensure no frame is received stronger than the
configured Rx_SOP

AP7cad.74ff.36d2#debug dotll dotllRadio 1 trace print rcv

*Jun 1 04:11:43.663: D5B70D90 r 6 49/46/42/48 54- 0803 000 m010B85 477AAF m010B85 33E0 477AA0 146
*Jun 1 04:11:43.664: A2CEF918 r ml5-2s 53/63%54/61 40- 8841 030 1A096F A36F20 m333300 76B0 q0 1100

Timestamp / \ L+length of rest of the frame
With WMM, shows the queue
Client used MCS 15 (2SS) Client SNR without V\éMM DCF queue index
Client RSSI on each antenna Sequence number
2.11 speq)
uration

Address 3
Frame type (follows 80
Frame d
Receiver and transmitter
. o ‘ addresses (last 3 bytes)
© 2013-2014 Cisco and/or its affiliates. All rights reserved.
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Optimized Roaming
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Today’s Solution Cisco “Optimized Roaming”

Consistent
User
Experience




oll'alllv
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY

O ptl m |Ze d ROa m | n g Wireless Optimized Roaming

¥ Access Points

All APs 802.11a
- Sets a threshold RSSI value and/or N e N o
. . . . 1b/a/n 2 oaming Mode V] Enable
minimum data rate that a client will be sent R
Optimized Roaming Interval 90 sec
Global Confiquration
a deauth at . A;:nied ‘ Optimized Roaming Data Rate Threshold = Disable * | mbps
Load Balancing
« Developed to support cellular hand-off Bt Sloct =nn
. . SIP Snooping Optimized Roaming Mode ™ Enable
« Global configuration of 4 parameters Rx Sop Threshold .
. Optimized Roaming Optimized Roaming Interval 90 sec
ava I |a ble Mesh Optimized Roaming Data Rate Threshold = Disable + | mbps

* Enable/Disable

(Cisco Controller) >config advanced 802.1la optimized-roaming °?

* Interval (SecondS) enable Enable 802.1la OptimizedRoaming
disable Disable 802.1la OptimizedRoaming
* Data Rate threShOId interval Configure the reporting interval for 802.1la OptimizedRoaming

Configure the data rate threshold for 802.1la OptimizedRoaming

« RSSI threshold datarate
configured through Data CHD

 Trigger is pre-coverage hole event - set
under CHDM config

© 2013-2014 Cisco and/or its affiliates. All rights reserved.
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Optimized Roaming Configuration

- Enable/Disable - Global command orror WA CONTROLLER TMIREESS TSROt

- Interval = #seconds between checks at the 802.11a > RRM > Coverage
radio
- Data Rate threshold- General
« Used in conjunction with RSSI threshold, if set Enable Cowarage Hols Delaction ¢

is a gating function where both data rate and
RSSI must be true for action - default is

dlsabled Data RSSI (-60 to -90 dBm) -75
Woice RSSI (-60 to -90 dBm) -80

Coverage Threshold

- RSSI threshold - set through data RSSI config

in Coverage at the global level, and under RRM
in RF Proflle Coverage exception level per AP (0 to 100 %) |25

Min Failed Client Count per AP (1 to 75) 3

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 16



Optimized Roaming Logic

MONITOR WLANs CONTROLLER WIRELESS S

] 802.11b/g Global Parameters
- Uses CHDM Data RSSI for trigger
- Alone - decision is based on RSSI seen at the radio | ¢, eral
- Combined with Data Rate - provides additional gate 802.11b/g Network Status @ Enabled
for action - and preserves CHDM Function 802.11g Support #Enabled
- If Used with Client Low RSSI check, and the higher SECnE Rl nace) i
of the two values is used (with 6 dB hysteresis). Short Preamble ™ Enabled
Fragmentation Threshold 2346
(bytes)
DTPC S ’ Enabled
Data RSS| | Data Rate ppos 8 Enable
Maximum Allowed Clients 200
True Disable (default)  Deauth RSSI Low Check ' Enabled
. RSSI Threshold (-60 to -90 -80
True False No Action dBm)
True True Deauth
© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 17



Optimized Roaming Logic

 Your config:

* Optimized roaming is
enabled with rate at 24
Mbps

e Data RSSlis setto -70

dBm, 1 client
. Low RSS| disabled =DM Data RSS|
threshold met?

CHDM quantity met
Client rate at 24 or be

Deauth!
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Optimized Roaming Verification and Troubleshooting

« No specific debug for optimized roaming; debug client shows the client disconnected with
reason 4 (inactivity):

(Cisco Controller) >debug client e8:99:¢c4:8d:10:4c
(Cisco Controller) >debug dotll mobile enable
(Cisco Controller) >debug dotll state enable

(Cisco Controller) >*RRM-DCLNT-5 0: Jul 07 12:16:52.294: e8:99:c4:8d:10:4c
apfSendDisAssocMsgDebug (apf 80211.c:3157) Changing state for mobile
e8:99:¢c4:8d:10:4c on AP a8:0c:0d:db:ce:f0 from Associated to Disassociated

*RRM-DCLNT-5 0: Jul 07 12:16:52.294: e8:99:c4:8d:10:4c Sent Disassocliate to mobile
on AP a8:0c:0d:db:ce:f0-1 (reason 4, caller rrmLrad.c:4894)
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Optimized Roaming Verification and Troubleshooting

- Show optimized roaming shows you the number of clients disconnected due to optimized
roaming:

(Cisco Controller) >show advanced 802.1la optimized-roaming

OptimizedRoaming
802.11la OptimizedRoaming Mode...........oo..... Enabled
802.11la OptimizedRoaming Reporting Interval.... 90 seconds
802.11la OptimizedRoaming Rate Threshold........ 36 mbps

(Cisco Controller) >show advanced 802.1la optimized-roaming stats

OptimizedRoaming Stats
802.11la OptimizedRoaming Disassociations....... 1
802.11la OptimizedRoaming Rejections............ 17
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Optimized Roaming & Low RSS| Feature “WARNING”

- Low RSSI check is a completely separate feature - and sets a low RSSI
threshold which a client must be above to associate to the AP

« Optimized Roaming has a 6 dB hysteresis built in to prevent thrashing

- i.e., if Optimized Roaming is set to -75, then to rejoin the AP the
client’s signal must improve to -69 dBm

- The logic checks low RSSI - AND Optimized Roaming before allowing
a client to join - and both must pass

© 2013-2014 Cisco and/or its affiliates. All rights reserved.



-nhancements
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Agenda

= Infrastructure Enhancements

= Bulk Sync Status

= Enhanced debugs/ serviceability for HA

= Configurable keep-alive timer/retries and peer-search timer value
= Replace peer RMI ICMP ping with UDP message

= Standby WLC on-the-fly Maintenance mode

= Default gateway reachability check enhancement

= Faster HA Pairup

= Client SSO Enhancements
= SSO support for Internal DHCP server
= AP Radio CAC statistics sync
= SSO support for Sleeping Client feature
= SSO support for OEAP600 APs
= SSO support for 802.11ac clients

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 23



Phase 1 : APSSO
7.3

- Active - Standby 1:1
Redundancy

« Both WLC share IP Address of

management interface

- Bulk and Incremental Config
Sync

- APs does not go in Discovery

state when Active WLC fails

« Supported on 5500 / 7500 /
8500 and WiSM-2 WLC

+ Downtime 5 - 1000 msec in
case of Box failover , ~3
seconds in case of Network
Issues

© 2013-2014 Cisco and/or its affiliates. All rights reserved.

Phase 2 : Client SSO

/.9

-« Active - Standby can be

geographically separated over
L2 VLAN/Fiber

Client database is synced to the
Standby

(Client information is
synced when client
moves to RUN state.

*  (Client re-association is
avoided on switch over

Fully authenticated clients(RUN
state) are synced to the peer

Effective service downtime =
Detection time + Switch Over
Time (Network
recovery/convergence)

Phase 3 : Improvements

3.0

Auto-recovery from maintenance
mode once Peer-RP and default
gateway reach-ability is restored

SSO Support for Internal DHCP Server
SSO support for sleeping clients

SSO support for 802.11ac clients
SSO support for OEAP 600

CAC method Bandwidth allocation
parameters for both voice & video and
Call Statistics synced to the Standby
Enhanced GW reachability check
mechanism enhanced to avoid false

positives

Peer RMI ICMP ping replaced with
UDP messages

Faster HA Pair-up

Cisco Confidential
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INnfrastructure Enhancements




High Availability Infrastructure Enhancements

Bulk Sync Status

Enhanced debugs/ serviceability for HA

Configurable keep-alive timer/retries and peer-search timer value
Replace peer RMI ICMP ping with UDP message

Standby WLC on-the-fly Maintenance mode

Default gateway reachability check enhancement

Faster HA Pairup
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Bulk Sync Status

vl
g CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY
Mechanism to convey the status of Bulk
Sync, both AP and Client sync Monitor Redundancy Summary
Summary Local State ACTIVE
¥ Access Points
3 P Stat STANDBY HOT
Status can be Pending/In- » cioco Cleamai cer =t
sco LleanAlr Unit Prima
progress/Complete "
b Statistics Unit Id 6C:20:56:64:B9:A0
F CDP Redundancy State S50
“ y . } Rogues Maintenance Mode Disabled
Output of “show redundancy summary” will
Maintenance Cause Disabled
also reflect Bulk Sync status ¥ Redundancy
Statistics Average Redundancy Peer
Summary Reachability Latency 450
Detail (u=acs)
(Cisco Controller) >show redundancy summary Average Management
Redundancy Mode = SSO ENABLED Clients Gateway Reachability 20594
Local State = ACTIVE Latency(usecs)
Peer State = STANDBY MHOT Sleeping Clients =
unit = Primary
Unit ID = 6C:20:56:64:09:A0 Multicast
Redundancy State = S50
Mo MAC = 6C:20:56:64:89:A0 Applications
Average Redundancy Peer Reachab Y Latency = W59 usecs Local Profiling
Average Managenent Gateway Reachability Latency = 4272 usecs
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Enhanced Debugs: Redundancy Statistics

Monitor Redundancy Statistics
New
categories AI | Summary
of b Accass Polnts Catego
o b Cisco ClaanAir
statistics
b Statistics Gw Reachability Counters
RF Clie
n ra b CDP - - Gw Pings Succeshaly sent &7
digrtiD Gw Pings Falled to send [
F Ragua :L[::: Gw Responses Received 676
* Redundancy 5rM INTERFACE COMPOMNENT Current consecutive Gw Responses Lost 0
Gtatishs dientlD = 25 clgriSag = High Water Mark of Gw Responses Lost 1
[ransport =S e
Dt dientlD = 35 clertSeq = 177
Mistory RF Cliert Metwark Latencies [ATT] far the Management Gabew
Clients dientll = 4100 clentSeq = 272 Cataway Reschability Latency usecs
) BF_CAPWAR client
. Sleeping Clients dientill = 4101 clentSeq = 1 1240
Keep—Allve s Sanity Counte 2
nity Coumters
Applications ? =
i Prafill Sanity Messages suctelully sent T@a51 4 1504
Loca T n
- 9 Sanity Messages Tailed to send =] [ IEBE
g Sanity Messages received from peer 155432 & 3722
GW-Reachability :
a 2086
Transport Counters 9 2032
. Mumber of messages in the hold Quese 0 10 1572
‘ O n fl — S n C Apphcation mesage Max Size 6020 -
1PC message Max Size 6120 Ping Request and Response:
Tirre to Fold 1P messages 100 Ping Bequests sent to Peer L3
1PC sequence number in the T side 125 Fing Brsporse received from Peer e}
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Configurable Keepalive and Peer Search Parameters

_ Controller Global Configuration
Keep-alive retry
o Redundancy Mgmt Ip 2 9.5.56.10
u y = 7.2.20.10
3 to 10 Inventory i
Peer Redundancy Mgmt Ip 6.5.56.11
Interfaces
0 0 Redundancy port Ip 169.254.56.10
Keep-allve timer Interface Groups
Peer Redundancy port Ip 169.254.56.11
Muiti
100 to 1000ms o Redundant Unit Primary

» Network Routes

Mobility Mac Address 6C:20:56:64:B9:A0

¥ Redundancy
Global Configuration
Peer Network Route

milliseconds

Keep Alive Timer (100 - 1000)-* £

Peer search timer

Keep Alive Retries (3 - 10)# 10

60-300 s

*» Internal DHCP Server Peer Search Timer (60 - 300) 300 seconds

» Mobility Management SSO

(Cisco Controller) »config redendancy retries keep-alive-retry 7 h ervice Port Peer Ip

fretry count® Configures keep-alive retry count between 3 and 10 brvice Port Peer Netmask

(Cisco Controller) »config redundamcy timer keep-alive-timer ¥ h
{timer msecs? Configures keep-aliwe timer value in milli seconds between 188 and 100@ in multiple of S0,

(Cisco Controller) dconfig redumdancy timer peer-search-timer 7 h

<timer secspy ConfFigures the peer-search timer value in seconds between &0 amd 309,
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Additional Infrastructure Enhancements

ICMP ping on RMI is replaced with UDP message

- Beneficial when ICMP pings may get discarded under heavy loads

Default GW reachability enhancement: Upon 6 consecutive ping drops, ARP is sent to GW

- Under heavy loads ICMP may get discarded but not ARPs. An ARP response is considered for GW reachability to
avoid false positives, which makes this mechanism more deterministic

Standby WLC enters into MTC mode ‘on-the-fly’ without reboot

- Upon Peer-RP and default gateway reachability, MTC mode auto-recovery will reboot the WLC and pair it with
Active WLC (Release 7.6 feature)

- Upon “Peer-RP” and/or default gateway reachability is lost, standby WLC will enter into MTC mode on-the-fly
without a reboot (8.0)

Faster HA Pair Up - No comparison of XMLs and no reboot of standby WLC during Pair Up

- XMLs will be sent from the to-be-Active to to-be-Standby at the time of initialization, just before the validation of
XMLs . Double reboots avoided.
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Client SSO Enhancements
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Client SSO Enhancements

SSO support for internal DHCP server

AP radlo CAC stat|st|cs sync

SSO support for Sleeping Client feature

SSO support for OEAP600 APs

SSO support for 802.11ac clients
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SSO Support for Internal DHCP Server

‘Internal DHCP
Server’ can be
configured on HA
enabled
controllers

Synced to Standby
WLC so that soon
after a Switchover
the ‘Internal DHCP
Server’ on new
Active will start
serving clients.

© 2013-2014 Cisco and/or its affiliates. All rights reserved.

MONITOR  WLAKN: CONTROLLER 'WIRELESS SECURITY MANMAGEMENT COMMHANDS

Controller DHCP Scopes

Emneral

Iwasiory Scopa Name Address Poal Lease Time
a— DHCPScaen 11.13.13.9 - 12.12.10.25% 14
Interfacs Groups

Multicast

b Nebwork Rowutes

¢ Redundancy

{aal
DOHCP Scopa
DHCF Abocated Losses

b Maobility Management

Status

HELF FEEDBACK

tnabied [ =

Leases are also synchronized!

(Cisco Controller) >show dhcp summary

Scope Hame Enabled
DHCPScope Yes

Address Range
11.11.11.8 -> 11.11

{Cisco Controller-Standby) >show dhcp summary

Scope Hame Enabled
DHCPScope Yes

Address Range

.11.255 ‘

11.11.11.8 -> 11.11.11.255 *—-

Cisco Confidential
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SSO Support for Sleeping Clients

{Cisco Controller) >show custom-web sleep-client summary
: : Aictive Sleep-Client entries............ 1
Sleeplng Client DB Max Sleep-Client entries supported..... 1688
sync between
Active and MAC Add f Client ] H Ti R ini
Fess o ien serNane ime Remainin

Standby WLC [N O e e g

7c:d1:c3:86:7e:dc cisco 12 hours B mins

Sleeping clients {Cisco Controller-Standby) >show custom-web sleep-client summary

avoid Web re_. Active Sleep-Client entries............ 1
authentication if Hax Sleep-Client entries supported..... 1008
they wake-up
within the sleeping
client timeout HAC Address of Client UserHame Time Remaining
interval post
switchover Foc:d1:c3:86:7e:dc cisco 12 hours 0 mins
Cisco Confidential 34
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SSO Support for OEAP600 APs

{Cisco Controller-Standby) >show ap summary
Humber of APS...c...cccccicccucccaccacacacaacacaaaaan 1
OEAP600 APs
W||| nOt tO Global AP User Hame........c.cccnccncccrncccnnnnns Mot Configured
. Global AP Dotix User Hame.........cuiiinnmnnnnnnn Not Configured
reset their
CAPWAP AP Name Slots AP Model Ethernet HAC Location Country IP Address
tunnel OEAPGBB 3 AIR-DEAPGB2I-N-K? ec:c8:82:b9:6c:680 default location IN 9.5.56.187

= (Cisco Controller-Standby) >show client summary
C||ents W||| Number of Clients. . ... ..o oioiiiiioiaaanaaan 1
continue their Humber OF PHIPUS CLi@ntS....eeueueneenneneneunnenn o
connection cLany
with the new RLAN/
ACt|Ve HAC Address AP Hame Slot Status WLAN Auth Protocol Port Wired PMIPU6 Role
controller in a 7c:d1:c3:86:7e:dc DEAPGOO 1 fAssociated 1 ves 8082.11n(5 GHz) 1 No No Local
seamless

manner
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Agenda

= FIPS / CC Intro
= FIPS/CCon 8.0
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PS [/ CC Intro
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FIPS Intro

= Federal Information Processing Standard 140-2 is a security standard used
to validate cryptographic modules.

= The cryptographic modules are produced by the private sector for use by the
U.S. government and other regulated industries (such as financial and
health-care institutions) that collect, store, transfer, share and disseminate
sensitive but unclassified (SBU) information.

» Testing against this standard requires documentation, source code review,
algorithm, operational, and failure testing

= Qverseen by Cryptographic Module Validation Program (CMVP), a joint
American and Canadian security accreditation program for cryptographic
modules.
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FIPS Who’s Who and Does \What

NIST (US) and CSEC (Canada) CTG
~ Most important entity - Works on new cryptographic standards
- Enforces the requirements - Academic in nature
- Reviews reports and issues certificates - Provides guidance on crypto questions
- Clarifies requirements : ~
- GCT has a good working relationship ( I\/ VP \
‘ L] - ‘ ‘
Third party laboratories
- Commercial companies accredited to do FIPS testing Vendors
- Only entity that views our proprietary data such as — ush
~ design docs and source code
- We currently work with SAIC but currently bringing - Foot the bill for FIPS validation
| onboard other labs - Make money off accredited products© /

© 2013-2014 Cisco and/or its affiliates. All rights reserved.
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PS 140-2 Security Levels

Secnrity Level 1 Securiny Level 2

Security Level 3 Secruriey Level &

Cr‘_t‘pt-ngr%ﬂph_ir Specification of cnp—c—wrz'.:hl‘u.._ maodole, coryptographic boumdary, Approved algenthoos, and Approved modes of operation. Descizphon of
Alodale ermptographic module, inchyding zall hardwware, softarare, and SHrmeeate commponents. Statemernt of moodule securtty policy

Epecification

Cryptographic Flecnuuraed and opticonal interfaces. Specification of all mterfaces Diata poats for u_PI.’-DtE._tEG. critical secwrity parsmeters logically ox

MModule Pores
and Interfaces

and of all ingpeet and cutpat data pathes

phovsically separated from other data ports.

Foles, Services,
and
Authentication

Fuole-based or identity-Tasad
operator authentication.

Lozical separaton of reguired
and optonal reles and services.

Identity-based operator authentication.

Fimite State

Specification of fintte state model. Feaguired states and optonal states. State transition diagram and specification of

state fransitiomns.

Mlodel
Phy=ical Production giade aguipmant. Locks or tanygper evidence. Tamper detection and responsa Taioper detection znwd response
Security forr covers and doors. envalope. EFF or EFT.
Crperational Single operator. Executable Feferenced PPs evaluated at Feferenced PPs plas ttasted Feferenced FPs plus trusted path
Envireonoeent code. Approved integiity L. 2 warth specified path evahaated at EAT 3 ploas avaluated at EAT 4

tachaiogque. c'L retionany acosss comntral security policy modeling.

mechanisoes and anaditing.

Cryptographic Few managemeant meachanisim random mmanber and keyw zeneration, key establishmosnt,. key distibution, key entrw'omtput, kew storase. and
Fley key marcizaticn.
Mlanazement

Secret and private kays established using marmaal methods maw be Secret and paivate keys established msing mammal methods

aentered or cutpuwt in plaintext form entevad o1 outpuat enciypted or with split knowledzge proceduras.
EMNILENIC 47 (CFR. FOC Part 15, Subpart B, Class A (Business use). 47 CFE. FCC Part 15, Subpart B, Class B (Honoes wsal).

Applicable FCOC raqguirensants {foor radia).
Self-Tests Powrar-np tests: cryptographic algxoedithin tests | soficrare fhimosware ntesrity tasts critical fimetdons tests. Conditional tests.
Dresizmn Confiswration menasarmerst Ch systans. Sacnrs High-lewel lansuags Feoamal model. Detanled
Assurance distributicon Functional ingplersantation explanations (infoameal proofs]).

Iy, Securs mstallztion znd
seneration. Desisn and policy
coarespondence. Guddsnce
docunments.

specification.

Praconditicns and postconditions.

MMitigation of
Orther Actacks

Specification of mdtisation of attacks for which no testable requirerments are curently available.
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What About CC?

= The Common Criteria (CC) and FIPS 140-2 are different in the abstractness and focus
of tests.

= FIPS 140-2 testing is against a defined cryptographic module and provides a suite of
conformance tests to four security levels. FIPS 140-2 describes the requirements for
cryptographic modules and includes such areas as physical security, key management,
self tests, roles and services, etc. The standard was initially developed in 1994 - prior
to the development of the CC.

= Common criteria is an testing standard the verifies that the product provides security
functionalities that is claimed by its developer. 24 countries officially recognize CC.

= CC evaluation is against a created protection profile (PP) or security target (ST).
Typically, a PP covers a broad range of products. PP are written by people who wish to
by a product. ST is written by product developers

= The four security levels in FIPS 140-2 do not map directly to specific CC EALs or to
CC functlonal requwements
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High Level FIPS Check List for 8.0

a Any ventilation holes that allow viewing of internal components need to be covered up.

0 Your software module (WLC in our case) has at least one “User” role and One
“Crypto-Officer” role.

O Self-Tests occur when the module is powered on, and transition to an error state on
failure

a While in error state, module cannot be initialized.
O Module performs conditional Self-Tests
O Module uses FIPS approved security functions

O User can zeroize all plaintext secret and private cryptographic keys and CSPs within
the module.

O Code signing has been implemented and any new code loaded is checked for
authenticity and integrity

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 43



About Roles and Services

AP Role - This role is filled by an access point associated with the controller
(mfp, 802.11i, iIGTK)

Client Role - This role is filled by a wireless client associated with the controller

User Role - A management user with read-only privileges

Crypto Officer (CO) Role - This role performs the cryptographic initialization and
management operations. A management user with read-write privileges.
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°S [ CC iIn 8.0
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FIPS and 8.0

= We are targeting FIPS140-2 Level 2 certification and CC (EAL4+) and UCAPL

certification. More details here:
http://www.cisco.com/web/strategy/government/security_certification/net_business_benefit_seccert_common_criteria.html

= WLC supports AES256/HMAC-SHA256 in DTLS/HTTPS/TLS connections.

= AireOS software implements 128 bit AES-CBC, CTR-DRBG, SHA-1, SHA-2, HMAC-
SHA-1 and RSA
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FIPS Opacity Testing

= FIPS shields and tamper-evident stickers have to be added to the
WLC:
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FIPS and Cipher Suites Points of Enforcement

We ensure FIPS approved cipher suites are supported for communication:
WLC €&-> AP (both data traffic as well as control traffic),
WLC<->WLC (control traffic),
WLC<->MSE
WLC<CIDS sensor
WLC <> Management user via HTTPS protocol
WLC<-> Management user via SSHv2 protocol
WLC<-> RADIUS, SYSLOG, Pl via IPSec
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Self Tests

Two types of self-tests
- Power up (POST)
- Conditional

= Consider them as a health check

= POST must be performed at power-up prior to any security relevant services
executing and data being output

= Self-tests need to be performed for each crypto implementation e.g. if there are two
implementations of AES, each needs a self-test

- Conditional self-tests are initiated when specific triggers execute (e.g. asymmetric key
generation, random number generation etc.)

= Upon error specific steps need to be taken
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Post Self-Test Failure

= The module must immediately:
- Output an error
- Cease cryptographic operations
- Enter an error state

= Upon encountering a POST failure:
- Report an error to console
- Go into an endless reboot until POST passes
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FIPS - What Does it Change for the Config / Tshoot?

« Customers not implementing FIPS will not see any difference... but customers implementing
FIPS will have new commands:

* Enabling FIPS and creating a FIPS authorization key:

((Cisco Controller) >config switchconfig fips-prerequisite enable

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 51



FIPS - What Does it Change for the Config / Tshoot?

» Verification:

(Cisco Controller) >show switchconfig
802.3x Flow Control Mode. ...t neneennn. Disable
FIPS prerequisite features.................... ... Disabled
WLANCC prerequisite features..................... Disabled
UCAPL prerequisite features...................... Disabled
secret obfuscation...... ...ttt Enabled
Strong Password Check Features
case—CheCKk. ..ot i e e Enabled
consecutive-check. . ...ttt Enabled
default-check. ...ttt it ettt Enabled
username-check. ... v ittt ittt it et e e Enabled
position-check. ... ..ttt ittt et Disabled
case-digit-check. ... ..ttt Disabled
Min. Password length........ ... 3
Min. Upper Case CharsS. ... ueet ettt eeeeeeeeens 0
Min. LOWEr Case CharsS. ... eiiee et eeeeeenennn 0
Min. Digits CharS...c.u. ittt ittt ittt 0
Min. Special chars......eii ittt teeeeeneenn 0
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Qing Tagging Enhancement
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Qing Tagging Enhancement

= “Qing” stands for Q-in-Q, 802.1q tag inside another 802.1q tag

= The request is as follows: In standard solution, client gets the same
treatment (VLAN, outgoing interface) regardless of associating
through AP1, AP2 or AP3:

Because you are client X in SSID1,
you get VLAN 101
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Qing Tagging Enhancement

= How can you make that the client, associating to an AP in group 1, is
sent to portal 1, but is sent to portal 2 when associating to an AP in
group 27

Because you are client X in SSID1,
AP group 1 you get VLAN 101

Portal 1
Internet

: 70y Internet
AP group 2 Portal 2
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qu Tagging Enhancement

How can you make that the client, associating to an AP in group 1, is sent to portal 1, but is sent to portal 2 when
associating to an AP in group 27

One solution is to add an additional VLAN tag to the outgoing frames,
based on the source AP group

Because you are client X in SSID1,
you get VLAN 101

’ Because you come from AP groupT,
| add an additional VLAN 100 tag

Portal 1

Internet

VLAN 100 traffic is sent up,
VLAN 102 traffic is sent down

Internet

Portal 2
Because you come from AP group2,
© 2013-2014 Cisco and/or its affiliates. All rights reserved. | add an addltlonal VLAN 102 tag
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QINQ Switch Example Configuration

« The logic is to block traffic tagged vlan102 (from AP group 2) on the link to Portal 1, only allowing
traffic tagged vian 100 (from AP group 1); also, to remove the vlan 100 (“from AP group 17”) tag that
we do not need anymore, and only show the internal tag, vlian 101 (SSID 1 tag):

3750 _Labjh
3750 _Labjh

config) #interface gl1/0/11

config-if)#description to Portal 1

3750 Labjh(config-if)#switchport trunk encapsulation dotlg

3750 Labjh(config-if) #switchport mode trunk

3750 Labjh(config-if) #switchport trunk allowed vlan 100,101

<<<<because only vlan 100 and 101 are allowed, traffic from AP groupl will be forwarded here, but
traffic from AP group 2 (vlan 102 tag) will be blocked

3750 Labjh(config-if) #switchport trunk native vlan 100

<<<<because the native vlan is vlan 100, frames tagged vlanl00 will be forwarded with their vlan
100 tag removed.. only the inner tag (vlan 101) will appear on the frame when reaching portal 1

—~ o~~~

3750 Labjh(config) #interface gl/0/12

3750 Labjh(config-if) #description to Portal 2

3750 Labjh(config-if) #switchport trunk encapsulation dotlg
3750 Labjh(config-if) #switchport mode trunk

3750 Labjh(config-if) #switchport trunk allowed vlan 102,101
3750 Labjh(config-if) #switchport trunk native vlan 102
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Qing Tagging Enhancement

= QinQ tagging adds 4bytes to the 802.1Q tagged frame:

810 a3 Double Tanged Frame

EerTpel
Pragmike Destretion MAC Soure MAC S Padsad (RC/HS Iner Frame G Eihemet Frane
PRapabelsbab e (2] af4fs o fafafals]s BRREERIaRaaln] 12 s 4l fa]sla]s]a]r]afaln[n]n
Przantke StetCfFramelisimier 450
—
Praamie Destretion WAD Soure MAC LA Ste Pajload CROIKS et Frame Gap 80210 Taged Frame
IHRODEOENNAHOEANAOERN IR DAIEERDINAInNRInEnEnRnnme
Preanbl StatCfraneleimeer 4150
AT Trtoe]
Praamie Destretion WAC Soure MA MerTag PELAN | &01Qkmerlay | Sie Pafoad (R FCS nir Frame Gap
l|2|3|4|5|6|?|8_1|2 sLalsle]t]2f3]e]s]s RupebababRiabarebebad ook (20 s a2 afalslalnlafa]nlnfn
Przanble StatfFraneelmir [T POPTRNTYTPE- D0 CPTE Y =45:150%
000
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Qing Tagging Enhancement Notes

= Some customers also need a “special case” (EAP-SIM-AKA) that would have
(or not) this outer tag while other traffic would be tagged differently

= |.e., AKA-SIM-AKA single tagged, PEAP double tagged

= |Pv4 DHCP, IGMP and ARP packet from the client in the AP group which QinQ is
enabled will be appended with an external VLAN tag which is also configured
in AP group

= |Pv6 DHCP, Radius and all other control plane packets are always single-tagged

= |Pv4 and IPv6 client traffic tagging action is controlled by a single CLI command,
and IPv4 DHCP is controlled by another independent CLI command

= To get IPv6 client traffic pass through QinQ tunnel, ICMPv6 NDP packet from
the client in the AP group which QinQ is enabled will be appended with an
external VLAN tag which is also configured in AP group
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Qing Tagging Enhancement Configuration

= Start by configuring the AP groups.

= Then, for each AP group, configure the service VLAN (the expected
outer, double tag for the group):

(Cisco Controller) >config wlan apgroup ging ?
tagging Enable or disable QinQ tagging for an AP group.
service-vlan Configures service vlan for an AP group.

(Cisco Controller) >config wlan apgroup ging service-vlan ?
<apgroup name> Specify the name of the apgroup to configure.

(Cisco Controller) >config wlan apgroup ging service-vlan Mygroup °?
<vlan id> Set service vlan id for an AP group<l~4095>.

(Cisco Controller) >config wlan apgroup dging service-vlan Mygroup 31

= You MUST configure the service VLAN first, otherwise you get “The Service Vlan Id cannot be O,
configure it first” when configuring the tagging parameters.
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Qing Tagging Enhancement Configuration

= Once service VLAN is configured, decide what should be tagged:

(Cisco Controller) >config wlan apgroup dging tagging ?

client-traffic Enable or disable Client Traffic QinQ tagging for an AP group.

dhcp-v4 Enable or disable DHCPv4 QinQ tagging for an AP group.

eap-sim-aka Enable or disable EAP-SIM/AKA Client Traffic QinQ tagging for an AP group.

(Cisco Controller) >config wlan apgroup ging tagging client-traffic ?
<apgroup name> Specify the name of the apgroup to configure.

(Cisco Controller) >config wlan apgroup ging tagging client-traffic Mygroup ?
enable Enable QinQ tagging for an AP group.
disable Disable QinQ tagging for an AP group.

(Cisco Controller) >config wlan apgroup ging tagging client-traffic Mygroup enable
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Qing Tagging Enhancement Configuration

= Once service VLAN is configured, decide what should be tagged:

(Cisco Controller) >config wlan apgroup ging tagging dhcp-v4 ?
<apgroup name> Specify the name of the apgroup to configure.

(Cisco Controller) >config wlan apgroup ging tagging dhcp-v4 Mygroup °?
enable Enable QinQ tagging for an AP group.
disable Disable QinQ tagging for an AP group.

(Cisco Controller) >config wlan apgroup ging tagging dhcp-v4 Mygroup enable

»—Disable if applicable, when client traffic
(Cisco Controller) >config wlan apgroup ging tagging eap-sim-aka %is double-tagged.

<apgroup name> Specify the name of the apgroup to configure. If client traffic is single-tagged, enable
if applicable.
(Cisco Controller) >config wlan apgroup ging tagging eap-sim-aka Mygroup °?
enable Enable QinQ tagging for an AP group.
disable Disable QinQ tagging for an AP group.
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Qing Tagging Enhancement Configuration

= The GUI offers the config parameters in the AP group section:

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT .
= e - - — Notice that the EAP-SIM-AKA
WLANs Ap Groups > Edit "Mygroup' option is CLI-only (as it is a special case).
+ WLANs

By default, client-traffic covers everything,
including EAP-SIM-AKA.

General | WLANs | RFProfile | APs | 802.11u |
WLANs

» Advanced

AP Groups
AP Group Name Mygroup - .
WLANs Ap Groups > Edit "Mygroup
AP Group Description
NAS-ID 5508-T - v:rlj:s General | WLANs | RF Profile | APs | 802.11u |
\Ns

Enable Client Traffic QinQ [ + Advanced

Enable DHCPv4 Qing 2 AP Groups
QinQ Service Vlan Id 1] AP Group Name Mygroup
CAPWAP Preferred Mode [[] Not-Configured AP Group Description

NAS-ID

Enable Client Traffic QinQ

Enable DHCPv4 Qing 2

QinQ Service Vlan Id 31
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Qing Tagging Enhancement Verification

= Beyond packet capture, you can check config on the WLC:

(Cisco Controller) >show wlan apgroups

Total NUumber Of AP GroOUPS .« v v vt e sennenesnneness 1

Site NamMe . i i ittt ittt ettt ettt e eaeesennas Mygroup

Site DesCription. ...ttt ittt eneeeennns <none>

Venue GrouUp CoOQe . i ittt ittt eneeeeneeaeeeeaneess Unspecified
Venue Type CoAe . v i ittt ittt eeeeeeneeaeeeeanenss Unspecified
NAS-identifier... ...ttt ittt 5508-T

Client Traffic QinQ Enable............. ... ... TRUE
EAP-SIM/AKA QinQ Enable...........cuiiinueenennn. FALSE

DHCPv4 QinQ Enable. ... ... ... ... it innennn. TRUE

Service V1an ID. ... .....iiiiiieeeeeeeeneanaaennn. 31

AP Operating ClasSS . v e et eee et eeeeeeeeeeaeeeennns Not-configured
Capwap Prefer Mode ... ... ittt it ieeeeeenenseeenns Not-configured
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Agenda

= PMIPv6 Review
= MAG on WLC or AP
= PMIPv6 Design Considerations in 8.0




PMIPvo Review
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PMIPv6o Definition

- PMIPv6 = Proxy Mobile IPv6
- A Network based Mobility Solution (Transparent to the Wireless Client)

- The only network-based mobility management protocol standardized by
IETF

- The 3GPP defined the interface for interworking between Mobile Packet
Core and a trusted WLAN access network as S2a PMIP and GTP
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How to Make a Wireless Client Think it Never Changed its
Point of Attachment to a Network

1.

2
3
4.
5

Keep the Client’s IP address unchanged

Keep its Gateway’s IP address unchanged

Keep the Gateway’s MAC address unchanged!
Keep its DHCP server reachable and unchanged

Keep its Anchor Point to the core network unchanged
(The anchor point will keep track of the client’s
movement, and advertise its IP to the world)



The PMIPV6 Lingo

The PMIPv6 architecture defines following functional entities:

« Mobile Node (MN): This is your ever moving Wireless Client

= Correspondent Node (CN): This is some computer sitting somewhere in the
world, and trying to communicate with that moving Wireless Client

= Local Mobility Anchor (LMA):The LMA is the central core element of the
PMIPv6 architecture. The LMA is the point for assigning and advertising the
Wireless Client’s IP address. The LMA can be the ASR5000 sitting in the Mobile
Packet Core

« Mobile Access Gateway (MAG):The MAG establishes a bi-directional tunnel
to the LMA, and performs the mobility management on behalf of the Wireless
Client. In our context, the MAG functionality can be enabled on the WLC or the
AP (or even both!)
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How Traffic Finds its Way to That Moving Wireless Client”

LMA intercepts the packet,
yjand forward the packet
through the bi-directional
tunnel to the MAG. There
will be a prefix route for the

CN sends a packet to mobile node through the
MN’s home gddress. bi-directional tunnel
The packet hits the

LMA as it is advertising
the reachability for that
prefix

MAG decapsulates the
packet and forwards it to the
MN
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PMIPv6 On Wireless Products - The Evolution Since 7.3
n 7_3

The debut of “MAG on the WLC” feature! Back then, the WLAN was statically configured to serve
either PMIPv6 or Simple IP clients (yep, that’s how we now call a normal client in the context of PMIPv6!)

- /.5
In 7.5, the MAG is still only at the WLC, but now we have the option of using AAA override to
dynamically define the wireless client’s type along with other important variables (ex: which LMA to
use, 3GPP charging characteristics,... )

= 8.0:

The MAG function gets pushed all the way out to the AP itself for much greater scalability!

In 8.0, APs operating in FlexConnect mode with Local Switched, Central Authentication, and Central
Association WLAN can now act as the MAG.

In that mode PMIPv6 clients’ traffic will be tunneled directly from the AP to the LMA; however. the
WLC will still handle the FSR, and act as the Authenticator.

If AAA override is enabled, the WLC dynamically informs the AP through CAPWAP messaging on
what to do for that newly associated client.
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MAG on WLC or AP
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MAG on the Controller

« The WLC builds static
bidirectional tunnels to the
LMAS

* The client traffic is mapped to

the appropriate tunnel as
configured on the WLAN, or as
dynamically assigned by AAA

 The client’s IP address and
traffic routing are handled by
the LMA

 From the AP’s perspective, it is
business as usual
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MAG on the AP

= AP must be in FlexConnect mode ASRSK

» The WLAN Requirements: Y or 1K
« Local Switching
« (Central Authentication
* Central Association &NEwW!!

= As instructed by the WLC via CAPWAP,

V7 -~
the AP dynamically builds the tunnel t@iall "'-C | s, WICES
the LMA(s) as needed cApWA'p.-..’,_.. ‘:‘Q_vicxﬁng'p

= The client traffic is mapped to the
appropriate tunnel as configured on

the WLAN, or as dynamically assigned

by AAA S -
= FSRis handled centrally at the WLC AG iE] &
= Centrally switched WLANSs can also = =

serve PMIPv6 clients, but the MAG wiill
be on the WLC (see previous slide)

For more details, and the CLI command, see the slide notes
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PMIPvo Architecture

Domain:D1 LMA Name; Ima2
LMA |IP address

Define APN Service profile

LMA Name; Ima2
WLCIMAG LMA |IP address
APN Service profile

GRE Tunnel
PMIPv6

WLCIMAG (Static)
T EHRN lwd bl

.»" Domain:D1
LMA Name; Ima2

VRV 0 g

LMA IP address
APN Service profile
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PMIPvo Provisioning - LMA

Define LMA name
and IP address

i

FMIF_POOL LK
= -

Define APN and
properties to be
used.

Verify LMA name and
IP binding.
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PMIPv6 Provisioning - WLC | MAG

CISCO MONITOR  WLANs CONTROLLER WIRELESS  SECURITY MAMNAGEMENT COMMANDS FEEDBACK

S —— ™
Controller PMIPv6E General
General . -
Domain Name CISCO.Com
Inventory
Mas Name
Interfaces
Interface
Interface Groups
Multicast MaAG APN starent.com
» Network Routes Maximum Bindings Allowed 7000 T
» Redundancy Binding Lifetime{10-65535 seconds) 3600
b Internal DHCP Server Binding Refresh Time{4-565535 seconds) 300
¥# Mobility Management Binding Initial Retry Timeout(100-65535 milliseconds) 1000
Ports Binding Maximum Retry Timeout{100-65535 milliseconds) 32000 >_ Defa u |t Va I ues
b NTP Replay Protection Timestamp{1-255 milliseconds) 7
> CDP Minimum BRI Retransmit Timeout{500-65535 seconds) 1000
PMIPvO . -
General Maximum BRI Retransmit Timeout{500-65535 seconds) 2000
LMA BRI Retries(1-10) 1 —_—

1. Default values are populated for timer parameters when the domain name is reconfigured after 5 clear.
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PMIPv6 Provisioning - WLC / MAG - (cont’d

ZURITY MAMNASEMEMNT =1 HELF FEECB A

Controller PMIPwS LMA List
General
Inventory Name IP Addiess Define LMA name and IP
Interfaces address
Interface Groups
Multicast

Network Routes
¢ Redundancy
#» Internal DHCP Server
» Mobility Management
Ports
> NTP
¢ CDP

* PMIPvoO

> Adwvanced
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PMIPv6 Provisioning - WLC / MAG - (cont’'d)

MOMNITOR WLAMNS COMNTROLLER WIRELESS SECURITY MAMASEMENT COMMAMNDS HELF FEECBACK

Controllar

»

»

-

General

Inventory

Interfaces

Interface Groups
Multicast

Network Routes
Redundancy

Internal DHCP Server
Mobility Management
Ports

MNTP

cCDP

PMIPvG

<>

>

»

IPvG

Advanced

PMIPwE Profile > Edit

Profile Nam

AT
*

AP LMA Mane

starent. com Imaz [ ]

Define profile:
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Access Point Name (APN), profile to be associated to
on LMA

LMA to be used
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PMIPv6 Provisioning - WLC / MAG - (cont’d

wians > aCerae )

General ] Security ] QoS ] Advanced |

|'. General | Security | Qos | Policy-Mapping | Advanced I_

Allow AAA Override

Maximurm Allowed Clients Per AP Radio (200
Clear HotSpot Configuration DEnabled

f Channel Scanning Defer

012 3 453 6 F

0 | 72

Scan Defer Timel(risecs) 100

Scan Defer Priority

lexConnect

FlexCannect Local

Switching 2 I:l Enablad
FlexConnect Local Auth i2 Enabled
Learn Client IP Address & Enablad
Vlan based Central

Switching 43 Ensblad
Central DHCP Processing Enabled
Owerride DMHE Enabled
MAT-PAT Enabled

——

Load Balancing and Band Select

Client Load Balancing [
Client Band Select Z =
Passive Client
Passive Client [
Yoice
Media Session Snooping [l enabled
Re-anchor Roarmed Voice Clients ] Enabled ASSOCIate VVLAN
KTS based CAC Policy [ enabled i
R to PMIP Profile
DHCP Profiling [
H T =~
PMIP \
PMIP Mobility Type PMIPYE [
PMIP Profile PMIP || %
PMIP Realm @cisco, com
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Configurations Gotchas

Save Configuration  Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs
| General L Security | qosJ Policy-Mapping | Advanced
= WLANs mMgmi Via WITEIESS | ETd LI
WLANS Off Channel Scanning Defer Passive Llient
b Advanced ScanDeferPrioity 0 1 2 3 4 5 6 7 il
o o Media Session Snooping Enabled

Re-anchor Roeamed Voice
Scan Defer 100 Clients Enabled

Time{msecs)

FlexConnect KTS based CAC Policy Enabled

— < Local Radius Client Profiling

Switching 2 H el DHCP Profiling
In 8.0, if the “PMIP Mobility Type” is not . ”zlpr‘t’ﬁ:""‘""

. ca ent Profiling
checked, the PMIPv6 related AAA override orCP Profing
values sent in the access accept will be T
ignored. PMIP
This a change of behavior compared to 7.5 & PMIP Mabllity Type
7.6 where the AAA override PMIPv6 PMIP NAI Type Hexadecimal ¢ L
attributes took precedence even if “PMIP o
Mobility Type” was set to “None” Pl | poutp mobilty Type
F — PMIPvE
| b
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PMIPv6 Provisioning - WLC / MAG - (cont’d

HELP  FEEDE

Monitor Clients

Summary Current Filter Nizre [Change Filter] [Clear Filker]

P Access Points
by Ci .
Tt Heamiir Client MAC Addr AP Name WLAN Profile WLAN S5ID User Name Protocol Status Auth  Portf PMIPWG GB

b Statistics o371 Te:32 PMIPuE_AP_1 pMIP PMIP z02.11bn Assocated Mo 1 Yas = 3

¢ CDP
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PMIPv6 Provisioning - WLC /| MAG - (cont’d

Monitor

Sunnary
Access Points
Cisco Cleanfir
Statistics

coP

L R A A 4

Rogues
Clients
Multicast

Clients = Detail

Client Properties

onP Properties

s address

IPwa Aaddress
IPwe Aaddress

Slient Type

Interface Address

VLAM Identifier
IP Address
Metrnash

Gateway

DHCP Information

16

10.88.191.1

255,255.255.0

10.88.191.254

Prirnary DHCP Server

Secondary DHCP Server

10,82,191,254

FoicS:iETiAS: TSR

10.29. 9. =

context pow
L

Regular

1
wlanle

1e

T SESoTTET

S02.11u

Security Information

Mot Supported
Mot Supported

Local

R PMIPv6 Client
z details

O FF

1.0.2.0,5.5.11.0,&.0,2.0,1=.0
A0, 24.0.36.0.45.0.54.0 -

Mo

Mot Supported

AP saddress
AP Marme
AR Tupe
weLar Profile
SEtatus

Association ID

PECC
Channel Aglity
Timeout

WWEFP State

PMIP Propertieyg

do:cz:sz:sS: 3= :dO
PrRIPwE_aP_ 1
soz.11bn

FrIF

Amssociated

ER

punlic 0 g

Mot Implementec
Implemented

Mot Irmplermesntec
Mot Implementec

1=00 l}

WWEFR Dizable

Mobility tvpe
Dormain Mams
Mai

SEtate
Interfacs
Home address
ST T

Locsl Link Idsntifier
Lma Mame

Life Time

Up Key

Down Key
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CLI Configuration

« CLI configuration is mostly similar to 7.3, difference being that config is pushed to the APs.
The WLC command to AP map is as follows:

When you enter the command to the WLC, this is what is pushed to the AP
rst) 2

These commands exist since 7.3 3 (you can type the command on the AP directly if you debug capwap con cli fi

CLIon WLC IOS CLI on AP

iR R R a0 - Xl AP_3600(config)#ipv6 mobile pmipv6-domain <dom-name>
[etelnlile N elaalf o) ole S [SIt=Ne [ 0 1 s 1001ced AP_3600(config)#no ipv6 mobile pmipv6-domain <dom-name>
config pmipv6 add profile <prof- AP_3600(config)#ipv6 mobile pmipv6-domain <dom-name>

QEINEUEIRIECIEEINRIUERIUEEI AP 3600(config-ipv6-pmipv6-domain)#nai <nai-name>
name> apn <apn-name> AP_3600(config-ipv6-pmipv6-domain-mn)#lima <lma-id>
AP_3600(config-ipv6-pmipv6-domain-mn)#apn <apn-name>

(

(

(

(

(

(
(ololglileNelpal[0)(e e LSRN0 il CRAEI LM AP _3600(config)#ipv6 mobile pmipv6-domain <dom-name>
AP_3600(Config—ipv6—pmipv6—domain)#no nai <nai-name>

(

(

(

(

(

(

AP_36OO config)#ipv6 mobile pmipv6-mag <mag-name> domain <dom-name>
<hum> AP_3600(config-ipv6-pmipv6-mag)#binding maximum <num>
(oo lplileNelpall e Hna-TeRellale (Yo M= [ -0 AP_3600(config)#ipv6 mobile pmipv6-mag <mag-name> domain <dom-name>
AP_3600 config-ipv6-pmipv6-mag)#binding lifetime <num>
[ololalileNelngl[e)(sRat:-e ollalo e M e=lig= 1 Gl AP_3600(config)Hipv6 mobile pmipv6-mag <mag-name> domain <dom-name>
AP_36OO config-ipv6-pmipv6-mag)tbinding refresh-time 100
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CLI Configuration

- CLI configuration is mostly similar to 7.3, difference being that config is pushed to the APs.
The WLC command to AP map is as follows:

When you enter the command to the WLC, this is what is pushed to the AP
rst) 2

These commands exist since 7.3 3 (you can type the command on the AP directly if you debug capwap con cli fi

IOS CLI on AP

ol Rl R e R e (iRt (s 1o. el AP_3600(config)#ipv6 mobile pmipv6-mag <mag-name> domain <dom-name>

AP_3600(config-ipv6-pmipv6—mag)#binding init-retx-time <num>

config pmipv6 mag binding max- AP_3600(config)#ipv6 mobile pmipv6-mag <mag-name> domain <dom-name>

retx-time <num> AP_3600(config-ipv6-pmipv6-mag)fbinding max-retx-time <num>
(
(

CLIon WLC

(oo lglileRelpal[ )Mt Te RE=1o 1\ a olgel =it (o) all AP_3600(config)#ipv6 mobile pmipv6-mag <mag-name> domain <dom-name>

timestamp window <num> AP_3600(config-ipv6-pmipv6-mag)treplay-protection timestamp window
<num>

AP_3600(Config)#ipv6 mobile pmipv6-mag <mag-name> domain <dom-name>
<num-> AP_3600(config-ipv6-pmipv6-mag)tbri delay min <num>

config pmipv6 mag bri delay max AP_3600(config)#ipv6 mobile pmipv6-mag <mag-name> domain <dom-name>
AP_3600(config—ipv6—pmipv6—mag)#bri delay max <num>

(olelglileNelpal[a)(sHnE-Te M eI N {CERS (Vo Bl AP _3600(config)Hipv6 mobile pmipv6-mag <mag-name> domain <dom-name>
_AP_3600(config—ipv6—pmipv6—mag)#bri retries <num>
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CLI Configuration

« CLI configuration is mostly similar to 7.3, difference being that config is pushed to the APs.
The WLC command to AP map is as follows:

. When you enter the command to the WLC, this is what is pushed to the AP
These commands exist since 7.3 3 (you can type the command on the AP directly if you debug capwap con cli first) 2
IOS CLI on AP

(o i R N AN IR U Sl AP _3600(config)#ipv6 mobile pmipv6-mag <mag-name> domain <dom-name>

address <ip> AP_3600(config-ipv6-pmipv6-mag)# AP_3600(config-ipv6-pmipv6-mag)H#ima <Ima-
name> <dom-name>

AP_3600(config-ipv6-pmipvemag-Ima)# ipv4-address <ipv4-addr>
600(config-ipv6-pmipvemag-Ima)tencap gre-ipv4

config pmipv6 delete Ima <name> AP_3600(config)#ipv6 mobile pmipv6-mag <mag-name> domain <dom-name>
AP_3600(config-ipv6-pmipv6-mag)t AP_3600(config-ipv6-pmipv6-mag)H#no Ima
<lma-name> <dom-name>

config wlan pmipv6 default-realm There is no IOS CLI for this. This information will be stored in WLAN structure and used

<realm-string> <wlan-id> as default for clients in this WLAN.

config wlan pmipv6 default-realm NONE RIAEICRENe R[OS G MR (o] @ is[ H

<wlan-id>

config wlan pmipv6 mobility-type There is no I0S CLI for this. This information will be stored in WLAN structure and used
pmipv6| nonet {<wlan-id> | all for clients in this WLAN to be considered as PMIPv6.

config wlan pmipv6 profile-name There is no 10S CLI for this.

CLIon WLC

<pame> <wlan-id>
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CLI Configuration

« New CLI commands are as follows:

(Cisco Controller) >config pmipv6 mag apn ?
<apn> MAG APN

(Cisco Controller) >config pmipv6 delete mag apn ?
<apn> MAG APN

* The above CLI is introduced to specify the APN name for the MAG. When the MAG role is 3GPP, it
is mandatory to specify the APN name for the MAG. In WLC, we use the MAG role as WLAN. In |10OS
AP, we use the MAG role as 3GPP as per the recommendation from PMIPv6 team.

« This command sets the APN used by MAG for a pmipv6 client if APN is not specified for the client. For
MAG on AP, since APN information is specified by AAA server or through static profile
configuration, this command for MAG APN will never be used.
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CLI Configuration

« New CLI commands are as follows:

(Cisco Controller) >config wlan flexconnect central-assoc ?
<WLAN id> Enter WLAN Identifier between 1 and 512.

(Cisco Controller) >config wlan flexconnect central-assoc 1 ?
enable Enables central association on the WLAN.
disable Disables central association on the WLAN.

« The above CLI is applicable only for Flex mode of APs. When the above CLI is used to enable, all
management messages from the clients on this WLAN will be handled by the WLC. Flex-mode AP
will not respond to association messages from Client, but it will be forwarded to WLC.

« The association response from the WLC will be forwarded by the AP to the wireless client, as in
the case of local mode AP. Apart from this the key caching for clients on this WLAN will be handled
by the WLC. WLC will not distribute the keys to APs for clients in this WLAN. WLC will distribute
the keys for all WLCs in the mobility domain when this CLI is enabled.

« By default, this CLI is disabled
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PMIPv6 Verification

« Same commands as in 7.3:

(Cisco Controller) >show pmipv6 mag globals
Domain : DOM-1
MAG Identifier : Srini-Talwar-3
MAG APN : starent.com
MAG Interface : management
Max Bindings : 7000
Registration Lifetime : 3600
BRI Init-delay time : 1000
BRI Max-delay time : 2000
BRI Max retries : 1
Refresh time : 300
Refresh RetxInit time : 1000
Refresh RetxMax time : 32000
Timestamp option : Enabled
Validity window : 7
Peer#l:
LMA Name: lmal LMA IP: 9.7.53.201
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PMIPv6 Verification

« Same commands as in 7.3:

(Cisco Controller) >show pmipvé6 mag stats

[Srini-Talwar-3]: Total Bindings 0
[Srini-Talwar-3]: PBU Sent 0
[Srini-Talwar-3]: PBA Rcvd 0
[Srini-Talwar-3]: PBRI Sent 0
[Srini-Talwar-3]: PBRI Rcvd 0
[Srini-Talwar-3]: PBRA Sent 0
[Srini-Talwar-3]: PBRA Rcvd 0
[ 1

Srini-Talwar-3 No Of handoff : O

(Cisco Controller) >show pmipv6 domain DOM-1 profile prof-1

NAT: *
APN: starent.com
ILMA: 1mal
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PMIPv6 Verification

« Same commands as in 7.3:

(Cisco Controller) >show wlan summary

Number Of WLANS. ¢ vt ittt ittt it ettt ettt e 14

WLAN ID WLAN Profile Name / SSID Status Interface Name PMIPv6
Mobility

1 anj ktsriniv 1 / anj ktsriniv 1 Disabled management pmipve WLC
2 anj ktsriniv 3 / anj ktsriniv 3 Disabled management none

v

8 ktsriniv pmip 1 / ktsriniv pmip 1 Enabled management pmipv6e AP
9 ktsriniv pmip 2 / ktsriniv pmip 2 Enabled management pmipve WLC
10 ktsriniv pmip 3 / ktsriniv pmip 3 Disabled management pmipv6 AP
11 ktsriniv pmip 4 / ktsriniv pmip 4 Disabled management pmipv6 AP
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PMIPv6 Verification C°'“‘°'m°”*p”*\\*

B

- Same commands as in 7.3: pmipvéshowwlan. txt
(Cisco Controller) >show wlan 8
WLAN Identifier. ... i ittt ettt eeeenn 8
Profile Name. ...ttt e ittt eeeeeeeeneeeneeeanens ktsriniv _pmip 1
it e
PMIPVE MODIL1AtY TyD . e v v teee e et eee e et e eeeee e e PMIPv6 MAG
o i prof-1
PMIPv6 Default RealmM. ... vt ii ittt neeeeeeeenennns starent.com PMIPv6 NAT
P D e e e e et e et et e e et ettt et ettt e Hexadecimal
PMIPvG6 MAG locCation. ...t i ettt eeeneenennn AP
it e
FlexConnect Local Switching............. .. ...... Enabled FlexConnect Central
ASSOCIAtION e i it i i e e e e e e e e e e e e e e e e e e e e Enabled
FlexConnect Learn IP Address......euieieeeeeeeeenen Enabled
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PMIPv6 Verification

« Same commands as in 7.3:

Complete output

pmipv6showwlan.txt

(Cisco Controller)
Profile Name WLAN IDs

(Mapped)

(Cisco Controller) >show client summary

MAC Address

00:21:6a:9p:32:d6 AP6c20.560e.1a30 1

Number O0f ClientS .. uu ettt ittt e eeeeaennn 1
Number of PMIPVGO Clients......ouiiiineneennnnnnn 1

Associated

>show pmipv6 profile summary

RLAN/
WLAN Auth Protocol Port Wired PMIPV6 Role
8 Yes 802.11n(5 GHz) 13 No Yes—-AP Local
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Complete output

PMIPv6 Verification \ ]

- Same commands as in 7.3: pmipvéshowclient.txt
(Cisco Controller) >show client detail 00:21:6a:90:32:d6
Client MAC AddreSS . vttt eeeeeeneeeeeeneeeeeenns 00:21:6a:90:32:d6
Client USErName .. v vt it ittt ettt eeeeeeeeeneenns Srini
it
(O 0 o oA Yo I PMIPV6
PMIPVEO Stale . it ittt ittt ettt e et eeenaenan Complete
PMIPVO MAG 10CaAtiomn. v ie ettt ettt e eeeeeennn AP
PMIPVG6 ARAA MN SErvViCe. i it i ittt tteeeeeeneeenenn Unavailable
PMIPVO BAA NAT . ittt ittt et tteeeeeeneeeeeenaaaeens Unavailable
PMIPVO AAA LM A . i ittt ittt ettt et eeeeeeeenaaanens Unavailable
PMIPVO AAA APN . ittt ittt e ettt ettt eeneaaeens Unavailable
PMIPVGO AAA MSTISDN. &t ittt ittt et eeeeeeeenaeaeens Unavailable
PMIPv6 AAA 3gpp Charging Characteristics......... Unavailable
it
FlexConnect Data Switching............eiiieeennn. Local
FlexConnect Dhcp Status.....c.oiiii it ennnnn. Local
FlexConnect Vlan Based Central Switching......... No
FlexConnect Authentication.............c.oiieieonn.. Central
FlexConnect Central Association.................. Yes
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PMIPv6 Verification

« show commands on AP for the PMIPv6 feature:

AP7cad.74ff.36d2#show ipv6 mobile pmipv6 mag binding
AP7cad.74ff.36d2#show 1ipv6 mobile pmipv6 mag globals
AP7cad.74ff.36d2#show ipv6 mobile pmipv6 mag stats
AP7cad.74ff.36d2#show ipv6 mobile pmipv6 mag heartbeat
AP7cad.74ff.36d2#show ipv6 mobile pmipv6 mag logical-mn
AP7cad.74ff.36d2#show ip access-1lists dynamic
AP7cad.74ff.36d2#show route-map dynamic detail
Current active dynamic routemaps = 0
AP7cad.74ff.36d2#show ip cef

$IPv4 CEF not running

AP7cad.74ff.36d2#show 1ip route

Default gateway is 172.31.255.1

Host Gateway Last Use Total Uses 1Interface
ICMP redirect cache is empty
AP7cad.74ff.36d2#show 1p policy

Interface Route map
AP7cad.74ff.36d2#show running-config brief
T IO 20T T Coes arToT T aTates. AT righes reserved, TRes ComaenTa 0




PMIPv6 Verification

« show commands on AP for the PMIPv6 feature:

AP 2600#show running-config | beg ipv6 mobile
ipve mobile pmipv6-domain wnbu
encap gre-ipvié
lma wnbu-lma
ipv4-address 9.6.84.60

ipv6 mobile pmipv6-mag AP 2600 domain wnbu
no discover-mn-detach
role 3GPP
apn starent.com
address ipv4 9.6.81.152
interface BVI3
lma wnbu-lma wnbu
ipv4-address 9.6.84.60
encap gre-ipvi4
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PMIPv6 Verification

« show commands on AP for the PMIPv6 feature:

AP6c20.560e.1a30#show ipv6 mobile pmipv6 mag binding
Total number of bindings: 1

Refresh time:
[Binding] [M

[Binding] [MN]: Domain: DOM-1, Nai: srini
[Binding] [MN]: State: ACTIVE
[Binding] [MN]: Interface: BVI3
[Binding] [MN]: Hoa: 20.10.0.2, Att: 4, 11id: 0021.6a%b.32d6
[Binding] [MN]: HNP: O
[Binding] [MN]: APN: starent.com
[Binding] [MN] [LMA]: Id: 1Imal
[Binding] [MN] [LMA]: Lifetime: 3600
[Binding] [MN]: No
[Binding] [MN] [PATH] :

State: PATH ACTIVE
Tunnel: TunnelO

300 (sec), Refresh time Remaining: 288 (sec)
N] [PATH] [GREKEY] : Upstream: 1, Downstream: 1
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PMIPv6 Verification

« show commands on AP for the PMIPv6 feature:

AP6c20.560e.1la30#show ipvé mobile pmipvé mag globals

Fixed Link local address
RefreshTime

Domain : DOM-1

Mag Identifier : AP6c20.560e.1a30
MN's detach discover disabled
Heartbeat disabled
Local routing disabled
Session Manager disabled
Mag is enabled on interface BVI3
Max Bindings 10000
AuthOption disabled
RegistrationLifeTime 3600 (sec)
BRI InitDelayTime 1000 (msec)
BRI MaxDelayTime 2000 (msec)
BRI MaxRetries 1
EncapType GRE in IPV4
Fixed Link address is enabled
Fixed Link address 0000.5e00.5213
Fixed Link Local address is enabled

0xFEB800000 0x0 O0x2005EFF 0xFE005213
300 (sec)

Refresh RetxInit time 1000 (msec)
Refresh RetxMax time 32000 (msec)
Timestamp option enabled
Validity Window 7

Peer : 1mal
AuthOption disabled
EncapType GRE in IPV4

S ZTTS 20T CISCO dITarOT Tts armates. A s reserved



Complete output

[

pmipvbshowapmagstats.txt

PMIPv6 Verification

« show commands on AP for the PMIPv6 feature:

AP6c20.560e.1a30#show ipv6 mobile pmipv6 mag stats

[AP6c20.560e.1a30]: Total Bindings 1
[AP6c20.560e.1a30] PBU Sent 3
[AP6c20.560e.1a30]: PBA Rcvd 3
[AP6c20.560e.1a30]: PBRI Sent 0
[AP6c20.560e.1a30]: PBRI Rcvd 0
[AP6c20.560e.1a30] PBRA Sent 0
[AP6c20.560e.1a30]: PBRA Rcvd 0
[AP6c20.560e.1a30]: No Of handoff 0
Detailed Statistics Information

[AP6c20.560e.1a30]: PBU Dropped : 0

Proxy Binding Acknowledgment Received Stats

Total : 3 Drop : 0
BA ACCEPTED : 3 BA UNKNOWN : 0
BA UNSPEC FAIL : 0 BA ADMIN FATL : 0
i/
T I0TT-20TZ Ciecs andlor TS aTmates. Al rights Teserved. Tco Conmaentar 100




PMIPv6 Verification

« show commands on AP for the PMIPv6 feature:

Complete output

.

.--j

pmipvéshowapmagstatsdomain.txt

[AP6c20.560e.1a30]
[AP6c20.560e.1a30]
[AP6c20.560e.1a30]:
[AP6c20.560e.1a30]:
[AP6c20.560e.1a30]
[AP6c20.560e.1a30] :
[AP6c20.560e.1a307] :
Detailed Statistics
[AP6c20.560e.1a30]:

Total
BA_ACCEPTED
v

PBU Sent

PBA Rcvd

PBRI Sent
PBRI Rcvd
PBRA Sent
PBRA Rcvd

No Of handoff
Information
PBU Dropped

3
3

AP6c20.560e.1a30#show ipv6 mobile pmipv6 mag stats domain DOM-1 peer 1lmal

O O OO O WwWw

Proxy Binding Acknowledgment Received Stats

Drop : 0
BA UNKNOWN : 0
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PMIPv6 Verification

« show commands on AP for the PMIPv6 feature:

AP6c20.560e.1a30#show ipvé6 mobile pmipv6 mag tunnel
[AP6c20.560e.1a30] Tunnel Information
Peer [lmal] : Tunnel Bindings 1
TunnelO:
src 9.19.14.224, dest 9.7.53.201
encap GRE/IP, mode reverse-allowed
Outbound Interface BVI1
3 packets input, 376 bytes, 0 drops
6 packets output, 536 bytes
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PMIPv6 Troubleshooting

« Debug commands on WLC for the PMIPv6 feature:

(Cisco Controller) >debug proxy-mobility events enable
PMIPv6 MAG Event debug is turned on
PMIPv6 MAG Event debug is turned on
PMIPv6 MAG Event debug is turned on
PMIPv6 MAG Event debug is turned on

(Cisco Controller) >debug proxy-mobility errors enable

(Cisco Controller) >debug proxy-mobility detail enable
PMIPv6 MAG INFO debug is turned on

PMIPv6 MAG INFO debug is turned on

PMIPv6 MAG INFO debug is turned on

PMIPv6 MAG INFO debug is turned on

PMIPv6 PKT debug is turned on

PMIPv6 PKT debug is turned on

PMIPv6 PKT debug is turned on

PMIPv6 PKT debug is turned on
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PMIPv6 Troubleshooting

« Debug commands on WLC for the PMIPv6 feature:

(Cisco Controller) >debug proxy-mobility detail enable

[PMIPV6 MAG EVENT]: Trigger request received (L2 Detach trigger) from (srinil)
*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]

[PMIPV6 PDB INFO]: MN entry srinil:prof-1 found in hashset

*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]

[PMIPV6 BINDING API]: pmipv6 get binding API called

*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]

[PMIPV6_BINDING_INFO_KEY]: Keytype as NAI. NAI: srinil

*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]

[PMIPV6 BINDING INFO]: binding found on NAI tree

*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]

[PMIPV6 MAG EVENT]: Trigger detach request received

*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]

[PMIPV6 MAG API]: mag bul do state transition API called

*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]

[PMIPV6 MAG EVENT]: Event received Old MN intf detached in state: ACTIVE, new state:
Disconnecting
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Complete output

- Debug commands on WLC for the PMIPv6 feature: pmipv6debugwlcl.tt

PMIPv6 Troubleshooting

(Cisco Controller) >debug client 7c:dl:c3:7f:1f:24

*apfMsConnTask 2: Jun 27 23:30:34.933: [PA] 7c:dl:c3:7f:1f:24 apfApplyWlanPolicy: Apply WLAN Policy over
PMIPv6 Client

Mobility Type

*apfMsConnTask 2: Jun 27 23:30:34.933: [PA] 7c:dl:c3:7f:1f:24 In processSsidIE:5679 setting Central switched
to TRUE

*apfMsConnTask 2: Jun 27 23:30:34.933: [PA] 7c:dl:c3:7f:1f£:24 In processSsidIE:5682 apVapId = 3 and Split
Acl Id = 65535

*apfMsConnTask 2: Jun 27 23:30:34.933: [PA] 7c:dl:c3:7f:1f:24 Applying site-specific Local Bridging override
for station

Tc:dl:c3:7f:1f:24 - vapId 3, site 'Flex', interface 'management'®
it
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PMIPv6 Troubleshooting

« Debug commands on WLC for the PMIPv6 feature:

*PMIPV6 Thread 2: Jun 27 23:30:37.845: [PA] 7c:dl:c3:7f:1f:24 Pmip mag config, ip = 20.10.0.135, mask =
0.0.0.16, dflt-
gw = 20.10.0.1, dns = 64.72.88.90, lease-time = 3600, upstream-key = 134, downstream-key = 131 tunnel-index
= (ni
*PMIPV6 Thread 2: Jun 27 23:30:37.845: [PA] 7c:dl:c3:7f:1£f:24 20.10.0.135 DHCP REQD (7) Replacing Fast Path
rule type = Airespace AP - Learn IP address on AP 34:a8:4e:ba:02:f0, slot 1, interface = 13, Q0S = 0

IPv4 ACL ID =
*PMIPV6 Thread 2: Jun 27 23:30:37.845: [PA] 7c:dl:c3:7f:1f:24 20.10.0.135 DHCP_REQD (7) Fast Path rule
(contd...) 802.1P
= 0, DSCP = 0, TokenID = 15206, IntfId = 0 Local Bridging Vlan = 91, Local Bridging intf id = 0
*PMIPV6 Thread 2: Jun 27 23:30:37.845: [PA] 7c:dl:c3:7f:1£f:24 20.10.0.135 DHCP _REQD (7) Fast Path rule

(
(contd...) AVC Ratelimit: AppID = 0 ,AppAction = 0, AppToken = 15206 AverageRate = 0, BurstRate = 0
*PMIPV6 Thread 2: Jun 27 23:30:37.845: [PA] 7c:dl:c3:7f:1£f:24 20.10.0.135 DHCP _REQD (7) Fast Path rule
(contd...) AVC Ratelimit: AppID = 0 ,AppAction = 0, AppToken = 15206 AverageRate = 0, BurstRate = 0
*PMIPV6 Thread 2: Jun 27 23:30:37.845: [PA] 7c:dl:c3:7f:1£f:24 20.10.0.135 DHCP _REQD (7) Fast Path rule
(contd...) AVC Ratelimit: AppID = 0 ,AppAction = 0, AppToken = 15206 AverageRate = 0, BurstRate = 0
*PMIPV6 Thread 2: Jun 27 23:30:37.845: [PA] 7c:dl:c3:7f:1f:24 20.10.0.135 DHCP_REQD (7) Successfully plumbed

mobile rule (IPv4 ACL ID 255, IPvo ACL ID 255, L2 ACL ID 255)

il

*DHCP Server: Jun 27 23:30:39.006: [PA] 7c:dl:c3:7f:1f:24 Accounting NAI-Realm: srinil, from Mscb username
srinil

*DHCP Proxy Task: Jun 27 23:30:39.007: [PA] 7c:dl:c3:7f:1f:24 Assigning Address 20.10.0.135 to PMIP client




PMIPv6 Troubleshooting

« Debug commands on WLC for the PMIPv6 feature:

*PMIPV6 Thread 2: Jun 27 23:32:45.359: [PA]
[PMIPV6 PDB API]:pmipv6 pdb clear dynamic mn
<Srini> this is for clearing the mobile node from the pmip database when the client leaves

[PMIPv6 MM] L2 Attach: MN nai:srinil 11id:7cdl.c37f£.1f24 formatted nai:srinil:prof-1

<Srini> L2 Attach is when a client joins, a unique GRE Key allocated for the client and session is
established between the client and LMA and all client traffic is tunnelled to LMA

[Durga] L2 Attach is a keyword in case of WLC MAG for sending the PBU message to LMA.

It is called L2 Attach here since the PBU is triggered when the L2 Authentication is completed for the
wireless client. In case of wired world, PBU is triggered as part of DHCP Discover message.

*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]

[PMIPV6 MAG EVENT]: Trigger request received (L2 Detach trigger) from (srinil)

<Srini> L2 Detach is triggered when a client leaves/LMA clears the entry in its database

[Durga] L2 Detach is a keyword in WLC MAG for PBU de-registration message. WLC sends a (L2 Detach or) PBU
De-registration message to LMA when the client is removed from WLC in following cases -

Idle timeout for client 2) WLAN disable 3) Client de-authentication from WLC CLI.

*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]
[PMIPV6 PDB INFO]: MN entry srinil:prof-1 found in hashset
[Durga] This is internal to code, to make sure pmip profile exists in database.
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PMIPv6 Troubleshooting

« Debug commands on WLC for the PMIPv6 feature:

*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]
[PMIPV6 MAG EVENT]: Trigger detach request received
<Srini> L2 Detach is triggered when a client leaves/LMA clears the entry in its database

PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]
[PMIPV6 MAG API]: mag bul do state transition API called
[Durga] This is an internal MAG API to handle PMIPv6 client state machine.

*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]

[PMIPV6 MAG EVENT]: Event received Old MN intf detached in state: ACTIVE, new state: Disconnecting

[Durga] This is a debug message within the state machine to indicate the client is moving from ACTIVE state
to Disconnecting state.

*PMIPV6 Thread 2: Jun 27 23:32:48.413: [PA]

[PMIPV6 MAG INFO]: PBU message nai(srinil.starent.com), nai len: 7, hoa(336199815), att(4)
11id(7cdl.c37f.1f24) , 11 len: 16 segNo:285

<Srini> This is PBU message sent from WLC to LMA on client successful authentication. It has the NAI, Realm,
Home Address and Local Link ID.
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PMIPv6 Troubleshooting

- Debug commands on AP for the PMIPv6 feature:

AP7cad.74ff.36d2#debug capwap flexconnect pmipv6
Capwap REAP PMIPv6 debugging is on
AP7cad.74ff.36d2#debug 1pv6 mobile packets
AP7cad.74ff.36d2#debug 1ipv6 mobile mag ?

all all debug message (event and info)
api api Debugging

events event Debugging

info info Debugging

<cr>

AP7cad.74ff.36d2#debug ip access-list internal
AP7cad.74ff.36d2#debug ip access-list dynamic
AP7cad.74ff.36d2#debug route-map api

Routemap related API debugging is on
AP7cad.74ff.36d2#debug 1ip policy

Policy routing debugging is on
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PMIPv6 Design Considerations in 8.0

= MAG on AP is supported on:
WLC 5500, 7500, 8500, WiSM2 and AP 1140, 3500, 3600, 3700, 2600, 1600, CAPRI, 1530, 1550 (128MB RAM)

= Client SSO is supported
» Client session is maintained on the AP when controller switches over

= MAG on AP is only available for FlexConnect Local Switching/Central Authentication
= No support on mesh/bridge, local mode, or flex with central switching and local auth

= FSR with MAG on AP only possible in Central Association mode

= |[Pv4 only support (both clients and transport ) - no IPv6 support

= No Multicast or Broadcast support (ARP, DHCP get special treatment)

= MAG-LMA tunnels are static when the WLC is the MAG

= Dynamic MAG-LMA tunnel establishment is supported with MAG on the AP
= No overlapping IP address support in MAG on the AP
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PI\/IIPVG Design Considerations in 8.0

PMIPvG6 is supported with web-Auth clients

= PMIPV6 is supported for clients with Dot1x Authentication. Once the Dot1x
Authentication is complete, AP will start the PMIPv6 signaling for the client

= Fast roaming is supported when central association is enabled on the WLAN.

= When central association is enabled, all key caching will happen on the WLC. When the PMIPv6
client is roamed from one AP to another on the same mobility domain, WLC will send the client
PMIPv6 parameters to the new AP in PMIPv6 Tunnel payload to start PMIPv6 signaling. Also, the
WLC will send the PMIPv6 Tunnel payload to the old AP to tear-down the GRE tunnel for the
client with the LMA. Fast roaming will be supported in both Intra and Inter-WLC roaming
scenarios and mobility messages will be added to send PMIPv6 parameters from one WLC to
another during roam.

= Fast roaming will not be supported when central association is disabled. In this case,
association is handled by the AP and the key caching happens within the AP group.
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PI\/IIPVG Design Considerations in 8.0

When the Flex-connect AP moves from CAPWAP connected to Stand-alone mode, all existing
PMIPv6 clients will continue to pass data traffic, till they are getting de-auth or dis-associated. In
stand-alone mode, no new clients will be associated to the AP in PMIPv6 enabled WLAN. AP does
not send a L2-Detach message to the LMA irrespective of the AP state (connected/standalone), , if
a PMIPv6 client moves away from the Flex AP.

= When the AP connectivity to WLC is restored, AP moves to connected mode. At this time AP will
inform WLC about all of the existing wireless clients including PMIPv6 clients. Existing PMIPv6
clients will not be dis-connected when the AP moves to connected mode again and traffic from/to
PMIPv6 clients will not be disturbed.

= If the AP gets dis-connected from the LMA, all existing PMIPv6 sessions will be broken and all the
traffic from the PMIPv6 clients will be dropped on the AP. The PMIPv6 clients will still be associated
on the AP and the bindings will be removed from the AP after timeout due to failure during binding
refresh.

= MAG on WLC GRE tunnel is initiated with Management Interface only
= When the client is de-authenticated from WLC, PMIPv6 binding is cleared in WLC and vice-versa
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Agenda

= Bonjour Phase 3 Introduction cover in detall

Bonjour Policies and ISE

Profiles Enhancements

My Device Bonjour Portal
Pl Portal for Instant Services
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Agenda

= AVC Phase 3 introduction cover in detalil
= AVC AAA Override
= Directional DSCP Configuration

= Integration of AVC Profiles to the Local Policy Classification
per User and per Device

- NBAR Engine




Agenda

= |Pv6 cover In detall
= Why Now?
= |[Pv6 Review

= |Pv6 in the 8.0 Release: What is Supported and not
Supported?

= Monitoring and Troubleshooting Commands




S0onjour

Phase 3 - Introduction




Bonjour - 7.4
Phase 1

Bonjour service with mDNS
gateway for wired and
wireless services

Bonjour Service policy applied
per Interface, group of
interfaces, or per WLAN
MDNS services cached on the
controller

Bonjour services available on
all Controller seen L2 domains
Bonjour services supported on
the Anchor controller

Bonjour services supported
with L2 and L3 roaming

100 services and 64 service-
providers per service type
Support of Flex Connect APs
in central switching

Support of MDNS services
across L3 domains
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Bonjour - 7.5
Phase 2

Introduction of mMDNS
AP for Bonjour service
snooping on 10 Wired
VLANS

LSS - Location Specific
Services

Priority MAC of Bonjour
service

Origin Based service
discovery

6400 services and
service-providers per
service type

Bonjour - 8.0
Phase 3

Bonjour GW with access
policy controlled service
discovery

Device service mapping to
access policy

Bonjour Group and single
access policy management

Bonjour profile control by
local policy

Bonjour Device
management from ISE
portal

Introduction of Bonjour
admin to manage specific
Bonjour services from
Cisco Prime
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Bonjour Services Enhancements - P

« mDNS Gateway and Bonjour Services sno
« mDNS -AP

« LSS - Location Specific Services
» Priority MAC of Bonjour service

» Origin Based service discovery
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Scaling and Expanding Services

- In 7.4, Cisco worked on mDNS GW on the controller, Service snooping and Unicast
responds to Service requests

« In 7.5, Cisco worked on scaling and expanding services:
1. Location Specific Services (LSS): tired of seeing all wireless Apple TVs in the entire campus? Enable “LSS”, and
only see the Bonjour devices on the AP you are associated to
2. mDNS AP: In 7.4, wired devices must be on WLC trunk to be seen. In 7.5, Bonjour devices on mdns-AP switch are
also listed

3. Origin-Based Service Discovery: only want to see wired Bonjour Devices (including mDNS AP)? Or only wireless
Bonjour devices? Enable Origin-Based Service Discovery and you will only see wireless or wired

can see that one too now
atta@wigia mdns-AP !

—
~
i EEEE@EN ., N

—tZ
T

2 a
Ve %4 |
| want to see , o / ( k
. : . / 1
this one ! = \ ’ /
2 VLAN Y el 4
-~

I

-~
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Scaling and Expanding Services (Cont.)

- In 7.5, Cisco worked on scaling and expanding services:

4. Service limit: extended from 100 devices / 64 services to 6400 on 2500,5508,WiSM2 and vWLC and 16000
services on 7510 and 8510 UC Controllers.

5. Priority MAC: (in large campuses), ensures that up to 50 MAC per Service Instance addresses are always listed, even
if network contains more than 6400 / 16000 services

6. Bonjour Browser: WLC lists all discovered services, even if you did not configure them (easier to add to the WLC

service list)
— —A

L 006000000 & orononoo

Make sure
everyone
sees that

These are the services
. ~I.see pick the ones
youneed

AirPrint _ S -
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Bonjour Phase 3

« Bonjour Policies and ISE
* Profiles Enhancements
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8.0 Bonjour Service Control

Organize by using policies

« In 8.0 you can create Service Groups: Users (roles and identity), Devices, Service
Policy ]

Components

f.E-0 % s - |

Device Type

Service Groups interact by
with ISE on mDNS enabled

« And then you decide how these
using Bonjour Polices and Profiles
Controller

Bonjour
Instant
Services




Bonjour Policy Example for Education

MDNS Service Instances Groups

Teacher Service Student Service

_ o S

i P o
“—r

AirPrint AirPlay

Apple TV2

Same WLAN
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iTunes  AirPlay  File  AirPrint
Sharing Share

Student
Network
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Bonjour Policy Enhancements in 8.0

= Location and role filtering in release 8.0

= Bonjour policies allow creation of the mDNS Service Groups and Service
Instances within the Group

= Service Instance mandates how the service instance is shared by configuring

O

O

O

O

MAC address of the Service Instance

Name of the Service Instance

Location Type Of the Services Instance by AP Group, AP Name or AP Location
Location configuration allows access the “service instance” i.e. client location

> Location configuration applied to wired and wireless instances of all services and
printers as in Any, Same or one AP Name.

> This allows selective sharing of service instances based on the location and
rule (=user-id and role ) on the Same WLAN
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Bonjour Policy Enhancements in 8.0

= Service Instance associated with mac address can be configured in multiple service groups
» Currently we support a maximum of 5 service groups for a single mac address.

» Service group configurations can be done even when mDNS snooping is

disabled

> Number of Service instances per Service group is limited 100 and maximum of

100 service-group can be created

= Location Filtering of Service instance can be limited by following attributes:

» “any” -clients from any location can access the service subject to

role or user-id credentials being allowed by the policy associated | - "= "= o
with the service group for the said mac address. 1010:f3e8:d1ibs Apple TVl office AP Group Ay o
> “same” - only clients from the SAME location (same AP-GROUP | zserctaossiza apple Tva AP Name ame = @
or AP-NAME or AP-LOCATION as per config) as that of the bie:92158: 7513 Epson Printer AP Name wpazon_Te_ia> e @
device can access that Service Instance publishing the service Policy/Rule  (Palicy is enforced if any of the below conditions is met)
can access the service. Applicable for wireless only. Role Names [student  ffemmm |
» “ap-name” - only clients associated to that AP can access the User Names  [Mike e |
Service Instance
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Bonjour Policy Enhancements in 8.0

= Allows articulation as “service instance” is shared with whom, i.e., user-id,
“service instance is shared with which role/s”, i.e., teacher or student

= With Bonjour access policy there will now be two levels of filtering client
queries

1. At the service type level by using the mDNS profile

» MDNS profile can be user specific _and be overridden with ISE “av-pair “returned
to WLC that overrides default profile

2. At the Service Instance level using the access policy associated with each
Service Instance.

Note: Service instances which are not_configured with any access policy will be mapped to the
default access policy that allows configured <roles/names> to receive the service instances

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

mDNS Service Group Name Description Origin
Controller mDNS Service Groups > Edit X
ATV -studentl fpple services for Studentl WLC [~ |

Genera I . )

Inventory mDNS Service Group Name | default-mdns-policy AT\ -teacher Apple TV services for teachers LS [~ |

Interfac Policy /Rule {Policy is enforced if any of the below conditions is met) GUESt SEriCE SE.'r\"iCES 'Fl:lr GUEStS WLC n

Interface Groups —_—

= Role N dmin, ts her, student ‘_ . .

CTrES, Fieames  EAT, EAchen Fueen default-rndns-policy Default Access Policy created by Wl WLC ]
» MNetwork Routes User Names |Jahr|, Mike | *—_
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Bonjour Policy Configuration

1. Enable mDNS policy on the controller from GUI or CLI

cisco
Controller mDNS
General
Inventory Global Configuration
Interfaces
Interface Groups mDMNS Glabal Snooping
Multicast mONS Policy £ (
» Network Routes GQuery Interval (10-120) {rmins})
» Redundancy
[Cisco Controller) roconfig mdns policy 2 » Internal DHCP Server Master Services Database
. . i » Mobility Management Select Service Mone w
disahle Ensble / Disable wDNS access policy.
. . Ports Query Status
enable Enahle / Disable wDN% access policy.
i ] i b NTP LSS Status
zervice-group Configures wDN3 service-group.
b CDP Origin ALL
. . . » PMIPvG
[Cizco Controller) [eonfig mdns policy enablel add
b IPv6
* mDNS Query LSS
o Service Name Service String Status Status Origin
eneral
Profiles AirTunes _raop._tcp local. O 2
Dt BEmmes Airplay _airplay._tep local, O 2
mOMNS Browser
mDNS Policies HP Photosmart Printer 1 _universal,_sub._ipp._top local, ] -]
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Bonjour Policy Configuration

2. Create mDNS Service Group

cisco X 5 55 SECURITY v AGEMEMNT

Controller |mDNS Service Groups |

General

Inventory mDNS Service Group Name Description Origin

. ATY-studentl Apple services for Studentl WLC

ATW-teacher Apple TV services for teachers WL
Interface Groups PR

(Cisco Controller) >config mdns policy service-group °? Multicast Guest Serice

Services for Guests WLC

default-mdns-palicy Default Access Policy created by Wb WL

Network Routes

Redundancy
delete Deletes a mDNS service-group.

device-mac Add/Delete device-mac to service-group.
user—-name Add/Delete user name to service-group. Ports

user-role Add/Delete user role to service-group. o L
CDP

i
create Creates a mDNS service-group. L,

» Internal DHCP Server

4

Mobility Management

-

PMIPvG

-

IPv6

* mDNS
General
Profiles
Cornain MNames

mONE Policies
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Bonjour Policy Configuration

3. Configure Service Instances in the mDNS group, and role

vl
CISCO \ WLANS  COMTROLLER  WIRELESS SECURITY  MAMAGEMENT — COMMA LOCATION TYPE
. . AP Group
Controller mDNS$S Service Groups > Edit LOCATION AP Name
. AP Location
\
General {Location value "any = Smaie check|
Inventory mDNS Service Group Name ATU-teacher
Interfaces Service Instance List
LOCATION-TYPE LOCATION
Interface Groups ™
Multicast MAC ADDRESS AP Group any -]
» MNetwork Routes HAME Apple TV 2 _Add | 4P Group Ary o
» Redundancy LOCATION TYPE 44— o
AP Location same
» Internal DHCP Server LOCATION Other v| [any * |
» Mobility Management {Location walue ‘any' means no policy check on location attribute will be performed.) AP Mare P.F‘S?‘DD_TME_Iab u
Ports MAC ADDRESS NAME LOCATION-TYPE LOCATION
F NTP 00:1d:e0:08:18:67 Reflector AP Group Any [~}
» CDP 10:40:f3:e5:d1:b6 apple TVL &P Group Any [~] LOCATION EOther HE E
b PMIPV6 A0:3 50106, _
| 10:40:f3:ef: 0659 Apple TV 2 AP Group Any [~ ] I[LDCEItIDH value 'F\I‘I}f . an
- Conference-Room
» IPvE bOieg:92:58:75:a3 Printer &P Group Any [~} Demo-lab
* mDNS Irst-
General Policy /Rule {Policy is enforced if any of the below conditions is met) MAC ADDRESS g;sl:::llflldo-?:i-ﬂﬂr
Profiles | . . . . . _
Comain Mames Role Names |teacher‘| | | 00:1d:e0:08:18:b7 default graup
mONS Browser
mOMNE Paolicies User Names | |
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Bonjour Policy Configuration

4. On ISE, define users and group

[
o Identity Services Engine

/0> Home  Cperations [ v Policy | v

Adrministration | v

o%a Systam

ZL Identity Management

Groups External Identity Sources
Identities
[- o]
L -
 Users )
| Endpaints ¥
| Latest Manual Metwork Scan Resulks ¥

B Metwork Resources

|24 web Portal Management

Identity Source Sequences Settings

Network Access Users

|k Feed Service

User Identity Gro...

Students
Teachers

JEdt badd [#]change Status »  @almport  oExpart » | 3 Delete v [§y0uplicate
Status INarne ~ | Description First Mame Last Mame Ernail Address
O Erabled T aPwestwing
[ B Enabled 2 Studentl
[0 B Eenabled 2 Teacherl
OI- Identits i i e T T
D S 4 Home Operations|v  Folcylv  Admistration | v

% Systam Z Tdentity Management

Ientities ups © External Identity Sources
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Identity Groups
Qv kT

b [ User Identity Groups

% v

» [ Endpoint Identiy Groups

B Metwork Resources

|28 web Portal Management  |&) Feed Service:

Identity Source Sequences  Settings
User Identity Groups

JEdt oeadd | MDelete v | @almport  EExport v

Mame - Description

[0 & activatedGuest Usars can bypass the Guest portal and access the ne
O mployes Default Employee User Group

O st Users must first sign into the netwark using the Gue:
m} ponsorAllaccount Default Sponsor All Accounts

O ponsorGroupAccounts Default Sponsor Group ACCoUnts

O ponsorownACCounts Default Sponsor Own Accounts

m} tugents |

[m] eachers

Cisco Confidential

132



Bonjour Policy Configuration

5. On AAA server, create authorization profiles that send back and AV-
pair, that is the mDNS role.

ISEMA | admin | Legout | Fasdback | O

72 Home | Operations | » | policy | » |Adm|nrstratm v

il
ﬁc‘n’ Identity Services Engine

_ ——
&) Authentication |8 Authorization |5/ Profiing @) Posture | Client Provisioning |Z, Security Group Access ot Poicy Elements
= e
Dictionaries  Conditons [ Raslits
e sutharizalion Profiss = New Autherization Prafile 5
Authorization Profile
( 2] -
ame | bonjour-student
L had =g .
£ Avthentiation Degriptien ‘
- ! ributes Settng - Authorization Profles service Tempa T
Elackhole_ireless_fincess
i ~ - Cisco_IP_Phy
 |ciscorcaco-av-par D | = [role=student fseo 1P Phones
DerryAccess
Hon_Cisco_IP_Phones w Cormrmon Tasks
PesmnbAccess
v Downloadable ACLs —
= [ pacL Hame
» [ Inine Posture Node Profiles
v {butas De . mpr
v
. [ woice Domain Parmission 1
b B Seanty Group Access [ web Redirection (Cwa, DR, MOM, NS, CPP)
O suro sman Port
1 Rttty v
> fdvanced At ibutes Settings
Cisco!Cisco-av-pair | = [rote=student| @ |- Iy
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Bonjour Policy Configuration

5. On AAA server, associate user/group IDs to Permissions

ISE12-MA | admin | Logout | Feedbsck (O

2 Home 2 Operations | v Policy | v Administration | »

Result: User with “role
=Student “ will be allowed

|2} Authentication

Define the author

Authorization Policy

to use Instance Services ie
“bonjour-student” but other
won’t

Status

Rule Name

tion | |l5 Profiing

iguring rukes based on identit

[First Matched Rule Appiies -

|®) Posture led ient Provisioning |5, Security Group Access & Poiicy Elements

oups andfor other conditions. Orag and drop rules to change the order.

[E) Show Live Sessions 436 Add or Remove Columns ¥ G Refresh

Corditions (dentity groups and other conditions) Perrrissions
‘Wireless Black List Defauit Blacklist Wireless_aAccess Blackhole_Wireless_Access  Edit | v
> v | Student [ Any <= | | InternalUseridentityGroup EQUA.. P | | bonjour-... D{t’f

Profied Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones Edit | v

— ] e r | pco_IP_Phones Edit |

dentity Services Engine é Hn;EE Operations | v IDDH:H' Admiistration | ¥ Edit | +

(
B Authertications = Reports | Endpoint Protection Service R Toubleshoot
Misconfigured Supplcants ¢ Msconfigured Network Devices @ RADIUS Drops Clent Stopped Responding
0 0 i 0

Refresh | Every S seconds

© 2013-2014 Cisco and/or its affiliates. All rights r

§ . Repeat  Identity Endpont 1D Endpoint Profie  Metwork Device | Device Port Authorization Profles  Identity Group Posture Status  Server Event
Time v Status Detas
Court [ il ]

a 0 mike-stucent Notepplicable  1SE12-MA ‘Session State is Authenticated

a mike-stuckent wic borjour-student User Identity Group.. Notipplicable  1SE12M4 Austhentication surceeded

a mike-student v EE12MA

a mike-stucent wie Permithccess User Identity Group.. Notfpplicable  ISE12-M4 Authentication succesded
2013-10-31 08: a student wic ISE12-M4 Authentication faled
20131031 08:42:24.155 @ g FEi27:03:14:06:14 wic ISE12444 RADIUS Request dropped
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Bonjour Phase 3

» Bonjour Policies and ISE
 Profiles Enhancements
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Bonjour Profile Configuration

E 1|
1 Y I I [ I D N S L ESE ST ./.."L\ Home  Operations | v policy| v Administration | v
. Ou Can a SO Create I I lu tlp e I I I |4 Authentication |®, Authorization |4, Profiing |®, Posture |cs) Client Provisioning |=) Security Group Access '_g
. . Dictionaries Conditions Results
Profiles on the WLC and override them — _
¥ Common Tasks
I p 1 T VEDTALTEIENTOCACON (COCA WED Rty
@ @
v [ Authentication Arrespace ACL Name
~ [ Authorization
» [ Authorization Profiles [ asaven
MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT ¢ » E= Downloadable ACLS
Controller mDNS Profiles » [ Tline Posture Node Profiles mDNS Profie Name [ student-Bonjour |
v [ Profiling
Sl bt of Prom v [ Posture AVC Profie Name [ student-ave |
HLOSE Ay Mumber of Profmies 2 ¥ | Client Provisioning
Interfaces Profile Name No. Of Services N E Securty Group Access
Interface Groups default-mdns- profile s}
Multicast sudent-Bonjour -+ o
» Network Routes ¥ Advanced Attrbutes Settings
» Redundancy :
i |Csm:c'sco—av—pa'\r v, ‘ = |role:student v ‘
» Internal DHCP Server 1
(Cisco Controller) >config mdns profile ?
¥ Attrbutes Detais
create Creates a mDNS profile. Access Type = ACCESS_ACCEPT
. cisco-av-pair = mDNS-profie-name=student-Bonjour ‘=
delete Deletes a mDNS pro file. cisco-av-pair = avc-profile-name=student-AvVC
. . . cisco-av-pair = role=student * ?
service Configures mDNS services.

Note: mDNS profile can be user specific and be overridden with AAA “av-pair=mDNS-
profile-name” returned to WLC from AAA Server that overrides default profile
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Bonjour Profile Configuration

2. Decide what services should be available in this profile

Controller

General
Inventory
Interfaces
Interface Groups
Multicast
Network Routes

v w

Redundancy

Internal DHCP Server

v

Mobility Management
Ports

NTP

cop

PMIPv6

v v w

» IPVG

* mDNS
General
Profiles
Domain Names
mDNS Browser
mDNS Policies

Advanced

mDNS$ Profile > Edit

Profile Name

Profile Id

Service Count

No. of Interfaces Attached
Interfaces

Mo, of Interface Groups Attached
Interface Groups

No. of Wlans Attached

Wlan Ids

Ne. of Guest Lans Attached

Guest Lan Ids

Services List

Teacher_Class_Policy

2

2

o

Service Name

Service
Daine

AirPrint
AppleTV

AirPrint

Add

AirPrint
AirTunes
AppleTv

HP_Photosmart_Printer_1
HP_Photosmart_Printer_2
Printer
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Bonjour Profile Configuration

3. Attach the profile to your SSID

hd ThIS already IImItS MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

the services that will | wians>edit Class
be available (and N —
.. eneral | Security | QoS | Policy-Mapping | Advanced |
VISIble) to Users On FlexConnect Local Switching A Re-anchor Roamed Voice Clients [ gnabled
- 2 Enabled KTS based CAC Policy [T Enabled
thIS SS'D FlexConnect Local Auth 12

Enabled Radius Client Profiling
o ) ) Learn Client IP Address 2 Enabled DHCP Profiling (]
« Initial filtering e e _—— HTTP brofing &
fu nCtion y When Central DHCP Processing Enabled Local Client Profiling
. Override DNS Enabled DHCP Profiling (]
some services ek . o

should be blocked Central Assoc B oo v
for a” on a g|Ven PMIP Mobility Type m |
SS'D PMIP NAI Type Hexadecimal +

PMIP Profile None

PMIP Realm
mDNS

mDNS Snooping Enabled
[ulelit=Rely: fEll Teacher Class Poli -
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Bonjour Profile Enhancements in 8.0

3. You also have an option to attach the profile to a local policy

« Bonjour profile could be attached to a local R T
. . . . . Security Policy > Edit
policy for a client with a particular device
type P :

Match Criteria

+ This ensures each policy can be configured | . oo |
with a different mDNS profile name andto | == .,
restrict the user from being able to use the | =i wene .

services allowed by the profile e /

nnnnn

AVC Profile

In the example shown - Local Policy limits

Active Hours

users with role “teacher” to using Service o
Group instances on the Apple iPhone devices

End Time Hours Mins
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Bonjour Policy Example for Education

Student?2
Service Profile

= )
—_—

File
Share

AirPrint AirPlay

iTunes  AirPlay  File  AirPrint
Sharing Share

\ =

N
!

Network Network
Same WLAN, dorm
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Phase 3
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Agenda

= AVC Phase 3 introduction
= AVC AAA Override
= Directional DSCP Configuration

= Integration of AVC Profiles to the Local Policy Classification
per User and per Device

- NBAR Engine




AVC - 7.4
Phase 1

Application classification and
Control of 1039 applications with
NBAR2 engine

Support of 16 AVC profiles with 32
rules per profile

One AVC profiles support per
WLAN; same profile support on
multiple WLANs

AVC profile mapped to WLAN has
a rule for MARK or DROP action

Graphical presentation on the
controller of all classified
applications

One NetFlow exporter and monitor
can be configured on WLC

AVC NetFlow monitoring on Pl
with PAM license
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AVC-75
Phase 2

* Protocol Pack 4.1
Support in AVC
phase 2

* Additional application

support - total of
1056

* Protocol Pack
dynamic load to
update applications
support

AVC - 8.0
Phase 3

Protocol Pack 9.0
NBAR Engine rel 3.1

AAA AVC Profile over-ride for
clients

AVC Per Application, Per Client
based Rate limiting on WLAN

Integration of AVC profiles to
the Local Policy classification
per user and per device

AVC Directional QoS DSCP
Marking for Upstream and
Downstream traffic

Support for 1088 applications
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AAA AVC Override
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AAA AVC Profile Override for Clients

Prior to rel 8.0 AVC Profile is configured on a WLAN and all clients

connected to that WLAN would inherit the same AVC profile.

= In Rel 8.0 AAA AVC profile override per clients to obtain different AVC profiles
even though they are connected to the same WLAN.

= AAA attribute for client or for a user profile can be configured on AAA servers,
e.g. Open Radius/Cisco ACS/ISE.

= The AAA attribute is defined as a generic Cisco “AV-Pair” and can be defined
as a string and value pair in AAA.

= The AAA AVC Profile is defined as a Cisco AV Pair. The string is defined as
“avc-profile-name” . This has to be configured for any AVC profile existing on
the WLC.



> WLC PI/AAA

Cisco-av-pair=avc-profile-name=<avc profile on wic> ‘

Cisco-av-pair=role=<role name>

v Vv ¥ ¥ " v v 8 =

YouTube Facebook  Skype bittorrent ., ‘
W )
SSID: Classroom g
Security:WPA2/802.1X s
Student

AAA profile’enables differentiusers /clients'to obtain different MDNS/AVC profile; even though
they are connected to same SSID which'is tied to the same VLAN
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|ISE Configuration for AVC

Results
[ o]
@ik @}v

v [ Authentication

» [ Authorization
» ] Authorization Profiles *
» [ Downloadable ACLs
» [ Inline Posture Node Profiles

. » [ profiting
Identity Services Engine 4 Home Operat] ,

] Posture

|2 Authentication | |®, Authorization | |5 Profling  |®) Posture | g“ﬂ"‘ ovsoning
i H 3 Securily Group Access

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/for oth

| First Matched Rule Applies -

F Exceptions (0)

Standard

1 AlEapauE AL Nallis

| ASA VPN

| mDNS Profile Name

[Q AVC Profile Name student-AVC ﬁ

¥ Advanced Attributes Settings

it | Cisco:cisco-av-pair v | = |role:student *

o]

¥ Attributes Details

Access Type = ACCESS_ACCEPT

cisco-av-pair = avc-profile-name=student-AVC h
cisco-av-pair = role=student

Rule Name Conditions (identity groups and other conditions)

Teacher-AVC-mDNS I Teacher AMND Wireless_B02.1X

Student-AVC-mDNS [ Student ~ND Wireless_802.1X
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Permissions

Teacher

Student
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AVC Configuration for AAA Override
Exam D le - Teache r Student L S ——

WLANS WLANS > Edit 'AVC demo’
- WLANS ~ General | Security | QoS | Policy-Mapping || Advanced
WLAMS 1
» Advanced
Allow Ads Override Enabled
Coverage Hole Detection Enabled
Enable Session Timeout __1800

Session Timeout (secs)
alvaln

CIsCO MONITOR 5 s COMTROLLER  WIRELE SECU M SEMEMT yMDS  HELP  EEEDBAC 1 I i I h

CIsco MOMITOR. Ms COMTROLLER  WIRELE
Wireless AVC Profile > Edit —— FYETE—
i * A Puoint
¥ Access Points Application Group Rate Limit {avg/burst Aﬁcf:: oints AVE Profile Name
All APs application Name Name Action DSCP Direction rate)Kbps « Radios
= Radias - - R &0z 11a/n/an teacher a
a02.11a/n/ac youtube voice-and-video rrark 46 Bidirectional  MNA a 802,‘11bjgd/n ; student a
. e Dual-Band R.
#02.11b/g/n facebook brawsing rnark 46 Bidirectional  NA [~ GIobaLllaCon‘::jguraiIOI:s
Dual-Band Radios . . L .
Global Configuration skype voice-and-viden rmark 45 Bidirectional  MA [~}
B advanced bittorrent file-sharing mark 45 Bidirectional  MA [~ ]
ea_ L
aliadn
CciIscCOo MOMNITOR N5 COMTROLLER  WIREL SECURITY  MAMAGEMEMT [ MaNDS  HELP  EEEDBA
Wireless AVC Profile » Edit |'student’
¥ Access Points Application Group Rate Limit {avg/burst
All APs Application Name Name Action DSCP Direction rate)Kbps
= Radios
a02.11a/n/ac youtube voice-and-video rmark 46 Bidirectional MNA [~ ]
802.11b/g/n facebook browsing mark 46 Bidirectional MA [ ]
Dual-Band Radios L . i p
Global Configuration SKYpE ¥olge-and-video rop ¢*—“— A [~]
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CLI' AVC Client Configuration

(Cisco Controller) >config avc profile ?
<Profile Name> Enter AVC Profile Name up to 32 alphanumeric characters.

(Cisco Controller) >config avc profile Myprofiled ?

create Create an AVC Profile.
delete Delete an AVC Profile.
rule Configure a Rule for AVC Profile.

(Cisco Controller) >config avc profile Myprofile4 create
(Cisco Controller) >config avc profile Myprofiled4 rule ?
add Add a Rule for AVC Profile.

remove Configure a Rule for AVC Profile.

(Cisco Controller) >config avc profile Myprofiled rule add ?
application Application Protocol name.

(Cisco Controller) >config avc profile Myprofile4 rule add application ?
<Appl Name> Enter Application Name up to 32 alphanumeric characters.

(Cisco Controller) >config avc profile Myprofiled rule add application facebook ?

drop Rule to Drop packets.
mark Rule to Mark Packets with specific DSCP.
ratelimit Rule to Ratelimit Packets per app.




CLI' AVC Client Configuration

(Cisco Controller) >config avc profile ?
<Profile Name> Enter AVC Profile Name up to 32 alphanumeric characters.

(Cisco Controller) >config avc profile Myprofiled ?

create Create an AVC Profile.
delete Delete an AVC Profile.
rule Configure a Rule for AVC Profile.

(Cisco Controller) >config avc profile Myprofiled create

(Cisco Controller) >config avc profile Myprofiled4 rule ?
add Add a Rule for AVC Profile.
remove Configure a Rule for AVC Profile.

(Cisco Controller) >config avc profile Myprofiled rule add ? ShOW avc GPPIICGTIOHS . .
application Application Protocol name. for list of SUPpOI"T@d GPPIICGTIC ns

(Cisco Controller) >config avc profile Myprofile4 rule add application ?
<Appl Name> Enter Application Name up to 32 alphanumeric characters.

(Cisco Controller) >config avc profile Myprofiled rule add application facebook ?
drop Rule to Drop packets.

mark Rule to Mark Packets with specific DSCP.

ratelimit Rule to Ratelimit Packets per app.




CLI AVC Client Configuration

(Cisco Controller) >show avc profile ?
summary Display Summary of AVC Profiles.
detailed Display Details of an AVC Profile.

(Cisco Controller) >show avc profile summary
Profile-Name Number of Rules

Myprofiled 1

(Cisco Controller) >show avc profile detailed ?
<Profile Name> Enter AVC Profile Name up to 32 alphanumeric characters.

(Cisco Controller) >show avc profile detailed Myprofile4

Application—-Name Application-Group—-Name Action DSCP DIR AVG-RATELIMIT BURST-
RATELIMIT
facebook browsing Drop -

Associated WLAN IDs
Associated Remote LAN IDs
Associated Guest LAN IDs

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 151



CLI' AVC Client Configuration

(Cisco Controller) >config wlan avc ?
<WLAN id> Enter WLAN Identifier between 1 and 16.

(Cisco Controller) >config wlan avc 1 ?
profile AVC profile configuration.
visibility Application Visibility configuration.

(Cisco Controller) >config wlan avc 1 profile ?
<Profile Name> Enter AVC Profile Name up to 32 alphanumeric characters.

(Cisco Controller) >config wlan avc 1 profile Myprofile4d ?
enable Associate an AVC Profile.

disable Remove an AVC Profile.

(Cisco Controller) >config wlan avc 1 profile Myprofile4 enable
(Cisco Controller) >config wlan avc 1 visibility ?

enable Enable Application Visibility.

disable Disable Application Visibility.

(Cisco Controller) >config wlan avc 1 visibility enable
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CLI' AVC Client Configuration

> show client detalil

(WLC) >show client detail 18:20:32:bd:52:b7
Client MAC AddreS S . v vttt e eeeeeneeeeeeneeeeennnn 18:20:32:bd:52:b7
Client USErnName .. v v vt et eeeeeeeeeeeeeeeeeneenns studentl
Client State. ...ttt it ittt e et ee e eneenns Associated
Client User GroUP. ... ...t ittt nnneennneenns student
Client NAC OOB State...uiii it eneeeeeenennenns Access
Wireless LAN Td. ..o u e oo eeeeeeeeeeeeeeeeeneenennn 2
Wireless LAN Network Name (SSID) v i vviiieneennennn ClassroomAVC
Wireless LAN Profile Name. .. ... eeeeeweeneenennn ClassroomAVC
Policy Manager State...... .o, RUN
Policy Manager Rule Created...........iiiiie... Yes
AUdit SeSSi0N TID. it ittt ittt ettt eeeeeeeneeneenn 0a0a0a0500000061533434e9
AAA ROLE Ty ittt ittt ittt ii i et iiie et student
Local Policy Applied........ ... None
AVC Profile Name: .........i ittt eennnnnennnn student-AVC
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CLI AVC Client Troubleshooting

> debug aaa events enable and debug aaa detail enable avc_debug logsL.txt

*Dotlx NW MsgTask 0: Jun 24 05:59:28.194: [PA] 24:77:03:5c:99:e0 Override values for station 24:77:03:5c:99:e0

source: 4, wvalid bits: 0x20000
gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

*Dotlx NW MsgTask 0: Jun 24 05:59:28.194: [PA] 24:77:03:5c:99:e0 Override values (cont..) dataAvgC: -1, rTAvgC: -1,

dataBurstC: -1, rTimeBurstC: -1
vlianIfName: '', vlanId:0, aclName: ', ipv6AclName: , avcProfileName: avcl'

*Dotlx NW MsgTask O: Jun 24 05:59:28.194: [PA] 24:77:03:5c:99:e0 Inserting new RADIUS override into chain for station

24:77:03:5¢c:99:e0

*Dotlx NW MsgTask O: Jun 24 05:59:28.194: [PA] 24:77:03:5c:99:e0 Override values for station 24:77:03:5c:99:e0
source: 4, wvalid bits: 0x20000
gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

*Dotlx NW MsgTask 0: Jun 24 05:59:28.194: [PA] 24:77:03:5c:99:e0 Override values (cont..) dataAvgC: -1, rTAvgC: -1,
dataBurstC: -1, rTimeBurstC: -1
vlianIfName: '', vlanId:0, aclName: ', ipv6AclName: , avcProfileName: avcl'

*Dotlx NW MsgTask 0: Jun 24 05:59:28.194: [PA] 24:77:03:5c:99:e0 Applying override policy from source Override Summation:
with value 20000

*Dotlx NW MsgTask 0: Jun 24 05:59:28.194: [PA] 24:77:03:5c:99:e0 Override values for station 24:77:03:5c:99:e0

source: 256, valid bits: 0x20000
gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

*Dotlx NW MsgTask 0: Jun 24 05:59:28.194: [PA] 24:77:03:5c:99:e0 Override values (cont..) dataAvgC: -1, rTAvgC: -1,
dataBurstC: -1, rTimeBurstC: -1
vlianIfName: '', vlanId:0, aclName: ', ipv6AclName: , avcProfileName: avcl'




AVC Profile Applied on the WLAN

cISCO OR ¥ COMTROLLER  WIRELESS
WLANs |WLANS>Edit "AVC demo’ |
v WLANS " General | Security | QoS | Policy-Mapping | Advanced |
WLANS
¢ Advanced Guality of Service (QoS) Silver (hest effort, v
Application Visibility Enabled
AYC Prafile
Metflow Monitar none ¥
vl
CISCO MOMITOR  WLANs CONTROLLER  WIRELES : MANAGEMENT  COMMANDS LP  FEEDBA
Wireless AVC Profile > Edit |'student’
¥ Access Points Application Group Rate Limit (avg/burst
Al APs Application Name Name Action DSCP Direction rate)Kbps
Radios
v G0z.11a/n/ac youtube woice-and-video rnark 45 Bidirectional MA [~}
302.11b/a/n facebook browsing rmark 46 Bidirectional MNA [ ~]
Cual-Band Radios . .
Glabal Configuration skype woice-and-video drop Nq*—ﬁ- A [~}
v Advanced bittorrent file-sharing drop Nﬂ VS [~}
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Granular Policy for AVC - Use Cases

User and Device specific Application Policies

ROLE BASED APPLICATION POLICY
Alice(Nurse) and Bob(IT Admin) are both employees in a hospital
Both Alice and connected to same SSID.
Bob can access certain applications (for e.g. YouTube), Alice cannot

ROLE BASED + DEVICE TYPE APPLICATION POLICY
B ” Alice can access EMR info on an IT provisioned Windows Laptop
[ ) - Alice cannot access EMR info on her personal iPAD

Youi - ROLE BASED + DEVICE TYPE + APPLICATION SPECIFIC POLICY
Oll @ Alice has limited access (rate limit) to Skype on her iPhone and
limited download (directional) for Bittorrent

&
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AVC Directional QoS
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AVC Directional QoS DSCP Marking for
Upstream/Downstream Traffic

Prior to rel 8.0 QOS marking can be configured as an application rule on the
AVC profile. The marking configured is a DSCP Marking and is applied bi-

directionally for upstream and downstream.

= In rel 8.0 new feature provides an extra configuration parameter of
direction where the marking can be specified with respect to direction
- Upstream or Downstream.

= An extra configuration parameter will specify the direction attribute.
This will be plumbed in as an AVC rule
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AVC Per-Application Per-Client Rate Limiting on WLAN

Prior to Rel 8.0, only bi-directional per client bandwidth control.

The downstream rate-limiting per client is performed at the WLC and
upstream is performed at the AP.

= In rel 8.0 - per-Client and per-Application based bidirectional rate-
limiting available.

= This feature proposes to have per application based bandwidth
control per client.

= This will be above the per client bandwidth contracts

= The bandwidth contracts will co-exist with per-client downstream rate-
limiting taking precedence over the per-application rate limits.

Note: Rate Limiting is not supported on 2500 controllers; AVC is
not supported on VWLC controllers
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AVC Per Application Per Client Based Rate
Limiting on WLAN - Limitation

= The number of rate limit applications is limited currently to 3. This limit is
enforced during configuration.

= Only one rule can be configured per application.
= An application cannot have both a rate-limit as well as a mark rule.

= The same rates are used for both upstream and downstream.

= So the rates shall apply bi-directionally as a collective amount and not
individually.

= The rate-limit rules will not be applied dynamically to the clients. The
clients will inherit the rules only when they are re-authenticated.
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Directional DSCP Configuration

clsco MOMITOR  WLANS COMTROLLER WIRELESS SECURITY MAWAGEMENT COMMANDS — HELP

Wireless AVC Profile » Rule Edit » 'teacher’

w Access Points
all APs
» Radios
g0Z.11a/nfac
a0z.11h/g/n
Dual-Band Radios

application Name netfliz

voice-and-video

Ciro

Application Group Mame

Action

Dscp (0 to 63)

AVC Profile » Rule > 'DirectionalDSCP’

Application Group
Application Name
Action

Dscp (0 to 63)

Direction

Bidirectional VJL

Global Confi ti -
obal Configuration Rato- Limit

b Advanced

| business-and-productivity-tools |

[ ms-lync-video  :|
[ Mark &
| Goldivideo) |
<+
Downstream o

Upstream

alvaln
cisco

Wireless

AVC Profile > Rule Edit » 'teacher’

» Access Points

Application Mame netflix
all apPs
» Radios Application Group Mame voice-and-video
g02.11a/nfac —
802.11b/9/n Action Rate-Limit %

Cual-Band Radios
Global Configuration

Rate Limit{ava/burst rate) |D |Kbps|0 Kbps

AVC Profile » Edit ‘DirectionalDSCP'

Rate Limit (avg/burst

Application Name Application Group Name Action DSCP Direction rate)
ms-lync-video business-and-productivity-tc mark 34 Bidirectional MNA ﬂ
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Directional DSCP Configuration

(Cisco Controller) >config avc profile ?
<Profile Name> Enter AVC Profile Name up to 32 alphanumeric characters.

(Cisco Controller) >config avc profile Myprofile ?

create Create an AVC Profile.
delete Delete an AVC Profile.
rule Configure a Rule for AVC Profile.

(Cisco Controller) >config avc profile Myprofile rule ?
add Add a Rule for AVC Profile.
remove Configure a Rule for AVC Profile.

(Cisco Controller) >config avc profile Myprofile rule add application ?
<Appl Name> Enter Application Name up to 32 alphanumeric characters.

(Cisco Controller) >config avc profile Myprofile rule add application Netflix ?

drop Rule to Drop packets.
mark Rule to Mark Packets with specific DSCP.
ratelimit Rule to Ratelimit Packets per app.
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Directional DSCP Configuration

(Cisco Controller) >config avc profile Myprofile rule add application Netflix drop ?

(Cisco Controller) >config avc profile Myprofile rule add application Netflix mark 46 ?
upstream DSCP Direction for Marking packets. Default is Bidirectional.
downstream DSCP Direction for Marking packets. Default is Bidirectional.

(Cisco Controller) >config avc profile Myprofile rule add application Netflix ratelimit ?
<Average Ratelimit value> Configure ratelimit in kbps.

(Cisco Controller) >config avc profile Myprofile rule add application Netflix ratelimit
200 2

<Burst Ratelimit value> Configure ratelimit in kbps.

(Cisco Controller) >config avc profile Myprofile rule add application Netflix ratelimit
200 600 7

(Cisco Controller) >
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CLI DSCP Verification

(Cisco Controller) >show avc profile detailed avcl

Application-Name Application-Group—-Name Action DSCP DIR AVG-RATELIMIT BURST-RATELIMIT
youtube voice-and-video Ratelimit - - 70 70
video-over-http voice-and-video Drop -

http browsing Ratelimit - - 70 70

ssl internet-privacy Drop -

binary-over-http file-sharing Ratelimit - - 10 10
Associated WLAN IDs : 58,61,62,63

Associated Remote LAN IDs
Associated Guest LAN IDs
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CLI DSCP Troubleshooting
> debug client aa:bb:cc:dd:ee:ff j

debug_logs-ratelimit.txt

*apfReceiveTask: Jun 24 06:18:37.742: [PA] 24:77:03:5c:99:e0 9.9.120.118 RUN (20) Fast
Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 64206, IntfId = 0 Local Bridging
Vlan = 121, Local Bridging intf id = 6

*apfReceiveTask: Jun 24 06:18:37.742: [PA] 24:77:03:5c:99:e0 9.9.120.118 RUN (20) Fast
Path rule (contd...) AVC Ratelimit: AppID = 82 ,AppAction = 4, AppToken =

64206 AverageRate = 70, BurstRate = 70

*apfReceiveTask: Jun 24 06:18:37.742: [PA] 24:77:03:5c:99:e0 9.9.120.118 RUN (20) Fast
Path rule (contd...) AVC Ratelimit: AppID = 3 ,AppAction = 4, AppToken =
64206 AverageRate = 70, BurstRate = 70

*apfReceiveTask: Jun 24 06:18:37.742: [PA] 24:77:03:5c:99:e0 9.9.120.118 RUN (20) Fast
Path rule (contd...) AVC Ratelimit: AppID = 121 ,AppAction = 4, AppToken =
64206 AverageRate = 10, BurstRate = 10
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AVC Integration with Local
Profiling




Integration of AVC Profiles to the Local Policy
Classification per User and per Device

« Provides the capability to apply the AVC profiles (used to control the
applications) based on the role defined on AAA

1. Per user-group basis
2. Per-user basis

3. Per-user and per-device(defined on the policy, including device
type, EAP type) basis
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Integration of AVC Profiles to the Local Policy
Classification per User and per Device

= An AVC profile is defined as a part of Local policy.

= Any client/user when authenticates with the AAA server will receive the
role defined per User or User group as a part of the AAA response.

= The received role is used to match the role defined on the policies defined per
WLAN

= On successful policy matching, a particular policy gets selected and the
AVC profile defined under the policy is applied on to the client/user.

= Device type defined the policy can also be a deciding factor in the policy
matching if AVC profile needs to be selected on a per user per specific
device type.
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Policy tie-in with AVC

User-aware and Device-aware WLCrel 7.5and 7.6

CITRIX @ Eync Application-based

Policies

WLC rel 8.0

User-role aware

Device-aware

Alice cannot access Netflix but Bob can even though both are employees connecting to same SSID
Alice can access EHS records on (IT provisioned) Windows Laptop but cannot on personal (unsecure)
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Profile and

Cisco

SECURITY

WLANs

v WLANS
WLANS

» Advanced

WLANs > Edit 'AVC demo’

 General | Security | Qo5

Priority Index (1-16)

Local Policy

Priority Index
1
Z

Policy-Mapping Advanced |

‘_

Add

Local Policy Name

Teacher

Student ‘
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Local Policy Configuration

cisco
Security

w AAA
General
» RADIUS
Authentication
Accounting
Fallback
CNE
Downloaded AWP
b TACACS+
LDAP
Local Met Users
MAC Filtering
Disabled Cliznts
User Lagin Palicies
AP Policies
Password Policies

b Local EAP
Advanced EAP

» Priority Order

b Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth

» advanced

{TROLLER

Folicy Id

Match Criteria

| Match Role String

|student |

Match EAP Type

Device List

EAP-FAST

Device Type [ apple-iPad v| add I
Action

IPwa ACL

WLAN ID

Qos Policy

Session Timeout {secaonds)

1800

1L

Sleeping Client Timeout {min}) 20
Flexconnect ACL none %
ANC Profile student |
mONS Profile none v
Active Hours
Day Maon b
Start Time l:l Hours I:l Mins
End Time l:l Hours I:l Mins
Add
Day Start Time End Time




Protocol Pack
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AVC Protocol Pack 9.0 in Release 8.0

Updated Signatures Enhancement Highlights
= Chinese Top Apps = Microsoft Lync Audio/Video
Separately

= [Tunes Update

= Non-Encrypted Cisco-Jabber
Support

= Web Video Services

= \Web Audio Services

vl
CISCO MONITOR  WLANs COMNTROLLER  WIRELESS  SECURITY  MANAGEMEMNT  COMMANDS HELF  EI
(WLC) >show avc protocol-pack version || wireless AVC Applications
* Access Points Current Filter: Hone [Change Filter] [Clear Filter]
all 4P
AVC Protocol Pack Name: Advanced Protocol i
g02.11a/n/ac Protocol Pack Name: Advanced Protocol Pack
Pack 502 11b/a/n - = =
. Dual-Band Radios Protocol Pack Yersion: 9.0 Engine ¥ersion: 16
AVC PrOtOCO| PaCk VerSIOH 90 Global Configuration
Application Eng Selector
b Advanced Application Name Application Group D D D

http://www.cisco.com/c/en/us/td/docs/wireless/controller/nbar?2 prot pack/6-3-
0/b 982 pFEe fe 2BBE/ DY ighis PP vebrot pack 630 chapter O01.html
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AVC Protocol Pack in Release 8.0

= 8.0 release ships with 9.0 as default protocol pack and we are
recommending 11.0 protocol pack.”

= In 8.0 the engine version will be changed from 13 (3.7) in 7.6 to
16(3.10)... and the protocol packs are tightly coupled with engine
version.

= Consequence: If customer is on 7.6 release with 6.4 protocol pack
installed, and upgrades to 8.0 he will have 9.0 as protocol pack, and
then he downgrades to 7.6 he will have 6.4 protocol pack. This is not
the case with 7.5 to 7.6 upgrade/downgrade scenario.
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NBAR Engine in Release 8.0

= NBAR2 engine ver 3.10/3.7 is tightly coupled with WLC code
= Update engine for new protocol packs
= Code for the engine will be maintained by the NBAR team

= Provides easier upgrades to future engine

Note: Newer AVC protocol packs are tied with engine
Older AVC PP will not work with new engine.
Custom applications are not supported.
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AVC Features in 8.0 - Summary

. NBAR2 engine will be ver 3.7 and will be ported as library for smoother upgrades

« A new Protocol Pack ver 9.0 will be released for the new engine - not backward compatible

. Local Policy can be applied to the same WLAN to allow access on certain devices for certain applications
. Inrel 7.5 and 7.6 all users on the same WLAN inherit the same AVC profile

. In 8.0 the value proposition is to allow for AAA AVC profile over-ride is to enable different clients to have
different AVC profiles on the same WLAN

. In 7.5 and in 7.6 we support bidirectional per client bandwidth control
» The downstream rate-limiting per client is performed at the WLC and upstream is performed at the AP.

« Inrel 8.0 AVC per application and per client/SSID bidirectional Rate-Limiting supported
»  This feature proposes to have per application based bandwidth control per client.

»  This will be above the Per-User and per-SSID bandwidth contracts.
»  The number of rate limit applications is limited currently to 3
»  The rate limit rules will not be applied dynamically to all clients - they have to de-authenticate to inherit new rules
»  Same or Different rates can be applied for upstream and downstream.
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Thank you.
CISCO



