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Wi-Fi Security Timeline

• Two mode of Operation (Personal & Enterprise)
− WPA-Personal -> WPA2-Personal -> WPA3-Personal (SAE)
− WPA-Enterprise -> WPA2-Enterprise -> WPA3-Enterprise

•  “Enhanced Open” to replace “Open” networks
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WPA3 Adoption ~ 10% ?

Ref: HPE-Juniper – Design & Deployment of Wi-Fi 7 Presentation, WLPC Feb-2026 
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Wi-Fi Generations & WPA
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Wi-Fi Security Enhancements

• Protected Management Frame is mandatory
• Provide Perfect Forward Secrecy (PFS) 
• Resistant to offline dictionary attack (WPA3-Personal)
• minimum 192 bits key strength for higher security (256 bits strength for Quantum resistant)
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Ref: Wi-Fi.org, WPA3_Specification_v3.5 – Feb 2025



Technical References



WPA3 Enterprise 
Deployment Options
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Enterprise Security AKMs

AKM-1 (802.1X with SHA-1)
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Deployment Option 1

WPA3 Enterprise only Mode
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• Mandatory to enable AKM-5.
• Not allow AKM-1.
• Recommend to enable AKM-3 ( if 802.11r support is required)
• Only WPA3 capable STA can connect to WLAN
• STA to select GCMP-AES-256 for EHT/MLO (Wi-Fi 7)
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WPA3 Enterprise only Mode (1 of 2)
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WPA3 Enterprise only Mode (2 of 2)
• Auth Key Management

• AKM-3
• AKM-5

• Unicast ciphers 
• CCMP-AES-128 
• GCMP-AES-256

• Group cipher
• CCMP-AES-128



Deployment Option 2

WPA3 Enterprise 192-bit Mode
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• AKM-12 is mandatory.
• No other AKMs are permitted.
• Pairwise and Group cipher : GCMP-AES-256 [selector #9]
• Group Management cipher : BIP-GMAC-256 [selector #12]
• Authentication: EAP-TLS only
• Use case: highly sensitive environment (Defense, Industrial, Govt)
• Client Requirement : WPA3-Capable with PMF
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WPA3 Enterprise 192-bit Mode (2 of 2)
• Auth Key Management

• AKM-12

• Unicast ciphers 
• GCMP-AES-256

• Group cipher
• GCMP-AES-256



Deployment Option 3

WPA3 Enterprise Transition Mode
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• AKM-1 and AKM-5 must both be enabled (on 2.4/5 GHz bands)
• 6GHz does not support Transition Mode (WPA3-only operation)
• PMF must be set to ‘”Capable” (not “Required”)

17

WPA3 Enterprise – Transition Mode (1 of 2)
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WPA3 Enterprise Transition Mode (2 of 2)
• Auth Key Management

• AKM-1
• AKM-5

• Unicast ciphers 
• CCMP-AES-128
• GCMP-AES-256

• Group cipher
• CCMP-AES-128



• Legacy WPA2 clients fail to connect when multiple AKMs are 
advertised
• Not very common with 2 AKMs

• No 11r Fast Transition support for 192-bit mode 
• AKM-13 is defined, not part of Wi-Fi alliance WPA3 certification.

• Wi-Fi 7 Client ecosystem Gaps
• Limited client support for MLO + WPA3-Enteprise
• GCMP-AES-256 Enforcement not widely supported
• Most client still default to CCMP-AES-128

WPA3-Enterprise Challenges



WPA3 Personal 
Deployment Options
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Personal Security AKMs
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Deployment Option 1

WPA3 Personal only Mode
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• Mandatory : enable AKM-8 and AKM-24 for Wi-Fi 7 APs
• Enable AKM-8 for non-Wi-Fi 7 APs 
• Recommend to enable AKM-9 and AKM-25 ( if 802.11r support 

required)
• Only WPA3 capable STA can connect to WLAN
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WPA3 Personal only Mode (1 of 2)
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WPA3 Personal only Mode (2 of 2)
• Auth Key Management

• AKM-8
• AKM-24

• Unicast ciphers 
• CCMP-AES-128 
• GCMP-AES-256

• Group cipher
• CCMP-AES-128



Deployment Option 2

WPA3 Personal – Transition Mode

25



•  Enable AKM-2 and AKM-8 (mandatory)
•  Enable AKM-6 and AKM-24 (recommended)
• Legacy WPA2 clients may experience issues
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WPA3 Personal – Transition Mode (1 of 2)
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WPA3 Personal – Transition Mode (2 of 2)
• Auth Key Management

• AKM-2 and AKM-6 for WPA2
• AKM-8 and AKM-24 for WPA3

• Unicast ciphers 
• CCMP-AES-128 
• GCMP-AES-256 (not in this 

PCAP)

• Group cipher
• CCMP-AES-128



28

Legacy WPA2 Client Issues
• STA is not supporting  more than 1 AKM in RSN
• STA is not supporting more than 2 AKM advertised by 
AP
• STA is not supporting more than 1 cipher suites 
advertised by AP
• STA copies fields from AP’s RSNE
• STA is not supporting RSNXE in EAPoL

CCMP-AES-128 [4]

GCMP-AES-256 [9]
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Deployment Option 3

WPA3 Personal – Compatibility Mode
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RSN Override
• Introduced in IEEE 802.11-2024 update
• AP advertise limited parameters in

• RSNE
• RSNXE

• Extended parameters advertised in
• RSN Override -1
• RSN Override -2

• Legacy clients ignore new elements

• WPA3 clients to use RSN Override element info

• WPA3-Specification 3.4 introduced WPA3-
Compatibility mode Legacy

WPA2 Client
RSNO capable
WPA3 Client

RSNE RSNO-1 RSNO-2

2 8 24



•  AP only advertise AKM-2  in 2.4/5 GHz RSNE
•  AP only advertise AKM-8  in 6 GHz RSNE 
•  AP advertise AKM-8 in RSNO-1 (2.4/5 GHz)
•  AP advertise AKM-24 in RSNO-2
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WPA3 Personal – Compatibility Mode (1 of 2)
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WPA3 Personal – Compatibility Mode (2 of 2)
•  Single AKM [2] in RSNE
•  Single Cipher suite [4] in 

RSNE
•  WPA3-AKM [8] in RSNO-1
•  WPA3-AKM [24] in RSNO-2
•  Legacy clients not confused
•  WPA3 clients suppose to 

understand RSNO ?
• If not -> WPA2 security



WPA3 Personal – Deployment
Challenges
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Cross AKM Roaming Challenges

34

• Wi-Fi 7 AP → Wi-Fi 6E AP (6 GHz)
✔ Smooth roaming if Wi-Fi 6E AP supports AKM-24 / 
GCMP-256
❌ Otherwise: full disconnect & reconnect (CCMP-128 only)

• Wi-Fi 7 AP → Wi-Fi 6 AP (2.4/5 GHz)
✔ Smooth roaming if Wi-Fi 6 AP supports AKM-24 / 
GCMP-256
❌ Otherwise: full disconnect & reconnect (CCMP-128 only)

• Wi-Fi 7 AP → Wi-Fi 5 AP (5 GHz)
✔ Smooth roaming if Wi-Fi 5 AP supports AKM-24 / 
GCMP-256
❌ Otherwise: full disconnect & reconnect (CCMP-128 only)

WPA2 WPA3

5 652.4

WPA3

652.4



• Only if limited success with WPA3-Transition mode
• Persistency of legacy WPA2 clients

Compatibility Mode Use Cases
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• Vendor adoption ?
• WPA3 clients may not support RSNO
• Devices may not follow WFA certification/guidelines

Compatibility Mode - Challenges

Enterprise grade AP Consumer grade AP



Compatibility Mode Support (Oct 2025)

Reference: https://www.wi-fi.org/product-finder

https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder


Compatibility Mode Support (Feb 2026)

Reference: https://www.wi-fi.org/product-finder

https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder
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Transition or Compatibility Mode ?

Legacy WPA2 clients may 
not be able to connect

Seamless association with 
WPA2

Seamless association with 
WPA3

Seamless association with 
WPA3

Seamless association with 
WPA3

WPA3 client associate 
with WPA2

WPA2 Clients

WPA3 clients with RSNO 
support

WPA3 clients without 
RSNO support

WPA3-Personal Transition 
Mode

WPA3-Personal 
Compatibility  ModeScenario



Thank you…

Special thanks to Gurpreet Singh for the 
amazing visuals that inspire our Wi-Fi Kidz!"


